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2 TheDebianprojectin a nutshell

of animagenot ratherconsisof all the brushstrokesandeditsto animage?
Whatif a progammewasusedo geneatethe imagewhichin itselfisnot free
or not partof Debian®hatif theimagewascreatedn AdobePhotoshof3

Amongptherthings the GFDIEorbidsthe omissioror changeof “invariantsec-
tions’ Suchsectionganonlyexistaspart of “secondargectionswhosecon-
tentsmustnot be concerneavith the matterdocumentedh the text. Thus
secondargection$old copyrightandacknowledgementghichare arguably
to be propagatedo derivedvorks Isthe GFDithenreallynon-free? Still,in-
variantsectionsllowfor nastyact£?, soit limitsthe freedomOnanunrelated
note,removinglocumentatiofromthe systentertainlyinconveniencesany
uses and makedDebiarunusablgor mostlyso)to thosewithout permanent
or reasonablinternetaccesslf the SocialContact promiseghat Debiarwill
honourthe desiesof its useg howcanthisdilemméberesolved?

Asyoucanseea greatnumberof questionsemainunanswerd®®. WhileDebian
hopego execiseitsin uenceandto causehangee.g.arevisedsFDlgr vendos
releasingheirdriver rmware underafreeandopenlicenceit isimpossiblat this
momento forecasthe future of suchlicencassuesTheDebiarmprojectpromises
etchto befully conformanto the SocialContactin anycase.

Thealebian-legaimailindistaswellasthe#debian-legalRG:hanneirc.debian.ay
aretheforumsdedicatedo discussiortbat focusonfreedomandlicencindgssues
Pleasenakesueyouseachthelistarchived! befoeposting Alsothe Debiawiki
hasa pageon commorlicencesindtheir DFSGtatus?.

2.4 TheDebiancommunity

2.4.1 Omwgankation of the project

TheDebiamprojectisorganised@ccodingto the structue describeih its constitu-
tion®3, whichestablishethe decision-makingodiesandthe processef®r making
decisionsgvithin the project. Figue 2.2is a roughappoximatiorof the structue
of the Debiarproject.Manygroups subpojectsandindividualgannotbeclearly
classi edor outlinedin a meaningfulvay Howevethe imagegivesan overview
of the mostimportantbodiesandtheirrelationshipsThdist of curentoccupants
of the of cial positiongs availablen the Welb**.

29Reachttp://slashdot.ay/articles/03/04/20/1357236.shtfor a few examples.

30At http://lists.debian.@/debian-vote/2005/03/msg00152.htyducan nd anumbewof chal-
lengindicenceconsidationsfor differentdatatypes

Slhttp://lists.debian.@/debian-legal

32http://wiki.debian.net/index.cgi?DF SGLicences

33nttp://www.debian.ay/devel/constitution

S4http://iwww.debian.ay/intro/organization
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2.4 TheDebiancommunity

Asshown,the all-encompassingroup is the set of uses Within the Debian
project,everybodys alsoa userof the systemwhichmakedor the closerela-

tionshipbetweeruses anddeveloparandalsoprovidesmostof the motivation
for the voluntees runningthe project. Uses canapplyto join the project(see
chapte.5.2)andif appovedtheyjointhe developebody Alternativelynumer-
ousareasexistin whichuses cancontributeto the projectwithout havingto go

throughthe applicatiorprocesgseechapte2.5.1).

Thesetof developarmakesip the majororganisationabodyof Debian At the
time of writing, the Debianproject consisteaf about950 developey eachof
whomwastakingcae of oneor moee partsof the project,beit packagenanage-
ment,documentatiorinternationalisatiomrganisationgr infrastructue main-
tenanceto namebut a few Participationin any of theseprojectsis voluntary
geneallywithoutanironcladcommitmentwhichallowspeopleto dedicateheir
availabléimeto anyprojecttheywish.

Possiblyone the mostimportantaspectof the Debiancommunityis its inter-
nationalorientation.Everthoughthe projectwasfoundedn the UnitedStates
Debiamlevelopaiiveall overtheworld®, allowingor divesityandpoliticaiinde-

pendencemongpthertraits Asmanyaspectsftheprojectare security-sensitive,

trustamonghe developemplaysanimportantpart (seechapter2.4.3).

Users
elect - -------- -~ Developers
4 .
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- Project leader -
-~~~ 7~~_ appoints, -~ - "~ _appoints -7 777
/ A g /) RS N
| , \
o~ Technical committee ) Project secretary -
,/ appoints/approves
#
Delegates app:)ve
FTP masters © NMteam/advocates < - - apply i
DAM NM team / advocates < applicants
T T
‘ Security team ‘ ‘ Policy group ‘ Documentation / i18n teams ‘
T T
‘ Press contacts ‘ ‘ Webl/list/...masters ‘ ‘ Quiality assurance ‘
T
‘ Administrators ‘ ‘ CD team ‘ ‘ etc. ‘
T
etc. ‘ ‘ etc. ‘ ‘
‘ J e _
Software in the
Public Interest
(SPI)

S5http://www.linuks.mine.nu/debian-worldmap

Figue 2.2:
Aroughsketchof
Debiars organisation
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2 TheDebianprojectin a nutshell

Theproject of cers

Thedevelopebodyitselfisorganisedh a at hiearchy Atthetop of the hiearchy
sitsthe projectleaderwhois electecannuallyby the developar Everydeveloper
hasavote,andeverydevelopecanbecome candidateTheprojectleadeguides
the projectandandis responsibléor its coodination. Theprojectleadershould
beadrivingforcefor newdirectionsandcanfocusdevelopeattentionon speci ¢
areasof problems Theleaderthasvariousspeciapowes whichare rarely used.
Howevethe developecollectivanaycasta majorityvoteto overrulehe project
leades decisionyhichhasnevehappened.

Uponbeingelectedthe projectleadeappointghe of cers(togethemwith the pre-

viousoccupant®f thesepositionsand delegates numberof tasksto chosen
individualsandteams Subsequentlthe projectleaderis freeto replaceof cers

anddelegatesisappopriate. Theprojectleademaybe replacedy the chair-

manof the technicacommittegogetherwith the projectsecetary shouldit be

necessare.g.in caseof deathor absencwithoutleave).

Assistinghe projectleadeare themembesof thetechnicatommitteefrontedby
thechairmanTheechnicatommitteestaskisto monitorthetechnicabspectsf
the distribution In exceptionatasest mayrequie a developeto takea certain
couseof actionoveranotherif it is deemedo bein the betterinterestof the
projectandits uses Theprojectsecetarymainlycoodinateselectionandother
votes Furtherma, the secetarysjobisto resolvalispute®n the interpetation
of the constitution.

Thedelegates

Thedelegateseceivedeputationgrom the projectleaderand are givenspecial
powesin speci ctaskdomainsForinstancethe projectleadedelegatethe task
of Debiaraccountmaintenancéo the DebiamAccountManage(DAM)andthe
job of intermctingwith the mediato the presscontact. Withintheir domainthe
delegatebavethe freedonto act accoding astheyjudgebest. In addition,to
preventconceniation of poweythe delegatesanmakecertaindecisionsvhich
the projectleademaynot makedirectly Suchdecisionsite mainlyconcerned
with projectmembeship.

Delegatioiis not an of cial or necessarilyisibleprocessin additionjt neednot
be an explicitprocess Manydelegateositionsare heldby peopleor yeas and
the projectleadersimplyacceptgheir statusby not choosingeplacementsThe
delegatenusthaveallthe necessagompetencim thedelegatedomairto make
decisiongor elseshouldnot be choserasa delegate) Theprojectleadercannot
overridea delegats'decisioronceit is spokenTheefor, it isin the leadeg best
interestto choosesomeondrustworthyandcapableTheprojectleademayre-
placedelegategivensuf cientreasonsHowevem singledecisioomadepossibly
in disfavoupof the leaderisnot a suf cientreason.
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2.4 TheDebiancommunity

Notabledelegatepositionsncludethe releasananages the securityteam,and
the FTHnastes Thereleasemanages setthe goalsfor the nextstable release,
andcoodinateandsupervisthe releasgrocessThisnvolveschedulindreezes
andcarvinghe nal releaselatein stone Asepaatestablereleasenanagethen
takesover Thesecuritjteams jobisto coopeatewith securitteamsfrom other
projectsto providesecurity-elated xes to softwae in the stablearchiveassoon
aspossibleFinallythe FTRnastes ate in chage of the Debiararchive deciding
whatsoftwae isallowednto the archiveandwhatmustberemoved.

Thedewlopercollective

Atthe bottom,albeitall-encompassingsideshe remaindeof developeyeach
actingwithin their own self-assignedicheof the project. Althoughit is pre-

ferredfor adevelopeto maintaina packagéacommorbut not absolutelyeces-
saryrequiementfor becoming Debiardevelopeseechapter2.5.2)manyother
taskscall for voluntees. Beit documentatiomndinternationalisatioendeav-
ours usersupporton mailinglistsand on IRCchannelgseecrefmailinglistand
chapterl0.4.3espectivelypr simply xing bugsandprovidingideason howto

impiovethe distributiona singledevelopetantakeon asmanyresponsibilitiess
desied.It isimportantto realisghat theseresponsibilitiesse by choiceasnobody
withinthe projectisin a positionto ordera developeto do somethingnot even
the projectleader

Whilethe individuabdevelopemaybepeceivedo beat the verybottomof De-
bian$ organisationastructue, the developemajoritycan overruleany organi-
sationalbodywithin Debiars structue, includingthe projectleaderby way of
geneal resolution.Geneal resolutiongre Debiars primarymeanf reachinga
consensusn non-trivialdecisionsA geneal resolutiormaybeproposedy any-
oneandwill be openedor votewhenenoughsecondarbackup the proposes
call.Everylevelopemayparticipatén the vote andif amajorityisreacheéf, the
resolutiortakeseffectimmediatelandcannotbe overruledexcepby meansf
anothergeneal resolution).

TheDebianuses

TheDebiaruses andthe communitytheyform are unquestionablhe mostim-
portantentityfor the project. TheSocialContactde nesits uses asthe projects
top priority (seeappendiE). Debias mainpurposes thusto meetthe requie-
mentsof its userbase.Withoutits uses the projectwouldnot havea purpose.
Evenydevelopeis alsoa user but a criticalmasf “normaluses” is pammount
for the Debiarsysteno stayunivesalandcompetitivéseechapter2.2.1).

38Debiamuseshe Condaretmethodo allowits developesto voiceprefeencesatherthansimple
votesseehttp://en.wikipedia.@/wiki/Condocet_method
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2 TheDebianprojectin a nutshell

Eventhoughnormaluses cannotcastvotesthey canin uencethe directionof
the projectin a plethora of ways for instanceby participatingn discussiongn
mailinglists(seechapter10.4.1) ling bugreports(seechapterl0.6)por stepping
forwad in a proactivefashionto x problemghewaytheywouldlikethem xed,
befoe someonelsegetsaoundto it.

UltimatelyeveryDebiarusermaybecomea Debiardevelopeafter establishing
trustanddemonstatingfamiliaritywith the rulesandproceedingef the projects
aswellasskillspertainingo Debiarg packagenanagemergystenandtools(see
chapter.5.2).

SPI—Softwake in the PublicInterest

Withoutbeinga part of the Debiarproject,SPY’ is part of its organisation SPI
wasfoundedby BruceRerensto act asa legalentity of the Debiarproject. In

assuchjt holdsall trademark&r Debianpwnsall of its monetaryandmaterial
assetsandrepesentghe projectin legalmattes In addition,SPlembodiesin

economi@ntity andcanacceptax-deductiblelonationgor the project,at least
withinthe UnitedStateof AmericaSPhasnoauthorityoverdecisionsastwithin

theDebiarproject.Alongthe samdinesDebiartlaimsoauthorityoverSPbther
thanoverthe useof Debiarpropertyheldandmanagedbythe SPI.

2.4.2 Socialagectsof the community

Thecommunitybehindthe Debiarprojectis similarto the communitiesf other
compaableprojects Neverthelesthe Debiarcommunityhasa verystrongrepu-
tation,whichmaked standout at times Debiarhasthe lamgestdevelopebaseof
allfreesoftwae distributionsandit constitutesnole of ametaprojectthanasim-
pleproject,asit consist®f a plethoa of subpojectswhoseonlycommorground
in manycasess that theyare part of the DebiarsystemWhileother projectsof
compaablesizeor of compaabledivesity existDebiaris uniquein the combina-
tion of the two andin the wayit organiseshe productionof the Debiarsystem.
Thosavho supporthe communitycommonhdescribé asunpaalleledn terms
of it dynamiceandcompetencandmanyrankthe levelof supportavailablérom
thecommunityasthemostimportantfactorin choosingpebianAtthe samdime,
the Debiarcommunityis oftenbadmouthedsariogantandtoo idealistidor the
realworld.

It isnot the purposef thisbookto algueeitherposition.Theonlywayto decide
isto getinvolvedvith the communityandseefor youself. If youare newto the
project,it is probablya goodideato getto knowthe communitybefoe it gets

S7http://www.spi-inc.og
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2.4 TheDebiancommunity

to knowyou. In the following,| put togethersomeusefulfactsaboutthe Debian
community?,

Fist of all,it isimportantto realise¢hat the communityis madeup of voluntees

Developettypicallyworkfor the projectbecaus¢hey usethe Debiaropeating

systembelieven its philosophyand/orotherwiseenjoycontributingto a coop-
emativeeffort without commetial stringsattachedandwithout anyoneordering
themanound®. Thesameappliedo regularuses who contributeto the commu-
nity. Thecommunitywelcomesnyonewho keepghat in mind,and abidesby
the usualrulesof decencyandetiquetteexpectedrom peoplesharingcommon
groundg(everif thosegroundsare virtual).

Anotheimportantpointto consideisthat membesof the communityor“uses”,
for short)try to be helpfulwhenevepossible Neverthelesaobodylikesto do
someonelseswork.Thugyouareunlikelyto nd answeswithoutdoingyourpart

r st,whichmeanasuisingthe availableesoucesbefoe appoachingotherpeople
for help(seechapterl0).If it is clearfromthe detailsyou providethat youhave
thoughtaboutthe problemtriedto containit, andgoneto seachin otherplaces
befoe askingor supportpeoplewill gladlyoffer assistancéMlaybethe bestway
to nd answesis by askinghe right questionsn the right way andof the right

people EricS.Raymondhasput togethera delightfulpieceon howto asksmart
questior®®, whichl suggesyouread. Havingeadandundestoodthe text, you

neednhot beafraidof askingstupidquestiongn a Debiarforum.

Anicetrait of the Debiarommunitysthe equalitywith whicheveryonéstreated.
Fomewuses andveteansalike the primaryfocusof attentionis the problemat
hand!. Thisalsomeanghat the Debiarcommunitydoesnot consisbf a crowd
of needyuses and a bunchof gurusthat answermuestions Insteadgveryone
is encouagedto partakeandprovidehelpfuladviceandpeopledo. Onthe one
hand peopldiketo showoff theirknowledgeandif it is helpfulto others all the
better Onthe otherhand,followingthe communitydiscussionandpitchingin
advicehere andthere hasprovento bean excellentvayto learnmoie aboutthe
opeatingsystemandis advocateassuchby manyuses®.

38pleas&eepin mindthat | amnot claiminghat the Debiarcommunityis unique Muchof what
followsis equallyapplicabléo otherprojects | amjustintroducinghe Debiarcommunityandlaying
outthefacts

39t is not that beingtold whatto doisinheentlybad but it often causesjualityto givewayto
markeortime pressug,andworkingon productswithoutthe abilityto maintaina qualitylevelcanbe
painful.

“Onttp://www.cathomg/ esr/fags/smart-questions.html

4IDebiarwouldnot be Debiarif long-standinguses did not continuouslypull eachothers legs
andexchangwitty andsacasticcommentsHowevethe problemat handmaintaingop priorityand
afterbashingneanotherfor abit, Debiarfolksare usuallyquickto comeup with helpfuladvice.

42Thesawo patternsof behavioumre quite commonin the opensouce world. Fora com-
pleteanalysiof their evolutionand motivations| referyouto EricS.Raymond'bookThecathe-
dral and the bazaar (http://www.cathomy/“esr/writings/cathedi-bazaa)y. Anothergoodreadfor
thosetruly interesteds UndestandingOpenSouce Softwae Developmenby FelleandFitzgeald
(http://opensoure.ucc.ie/uosyd
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2 TheDebianprojectin a nutshell

In the communityforums(seechapter10.4),youwill nd a healthybalanceof
technicatiscussiofmost)humour(some)ntelatedopics(few),and amewas
(rare)*. Oveall,intemctionswithin the communitygeneally havea highlevelof
productivityandinterestingdiscussiorsometimesnsu@ncea solutiorhasbeen
found.Fequentlythesediscussionsulminatdn impiovementsnadeto the sys-
tem,eitheronthe technicabr usabilityside pr in the documentationrheDebian
policywhichwill bediscusseith greatdepthin chapteb.7 playsanimportantole
in the community Thepolicystandadiseghe organisatiorof les andthe logic
of administative processet allowthe lage developecollectiveo providean
integatedsystenmratherthan an aggegationof diffeirent packagesit the same
time,the policyalsomakesue that the Debiarsystenstayshe sameaciossall
installationdndependendf architectue andminorvesion.Everyonaorkswith
the samdoolsonthe sameground,andsolutionsanbefoundrapidly

To sumthis up, the communityis madeup mostlyof uses who are membes by

choiceand contributos by conviction.Newcomerare often veryeagerto help

othes in an attemptto givebackto the community Othes acknowledgtheir

lackof experiencwith softwae developmerdand contributetowadsthe docu-

mentatioror the maintenancef webpagesThecoopeativedevelopmerfound

in andaroundthe Debiaropeating systenprovidesa proli ¢ basidor hobbyists
enthusiastendprofessionalaliketo worktowadsa commorgoal.

2.4.3 Socialapectsof the group of dewelopes

TheDebiarorganisations veryopenand at. Apartfromthe of cers delegates
anda few other privilegedositionseverybodin the developeteamhasequal
rights Theprimeexamplds the opennessf the Bl Sand the Debianarchive
underequaltermsto everysingledeveloper Shouldone developeneglecta
certainpackagethen anothercan simplytake overand providea xed vesion
for of cial inclusiorin the archivewithoutthe needto acquie speciaprivileges
Whena maintaineis tempoarily unavailablegtherdeveloparcanprovideNon-
MaintainetUpload(NMU)do be acknowledgedponreturn by the maintainer
Notethat NMUsare constainedo singlesmallxes andcannotbeusedo pusha
newupsteamreleasdpr exampleln anycaseywhenanNMUis madethe pack-
ages of cial maintainersstillin contiol,andmayoptto revesea x. Unlessuch
anissuecausebarmto the projectandthusneeddo beresolvedythetechnical
committeea maintainesdecisions nal andirrefutable.

Shouldapackagenaintainesunavailabilitgxtencbeyondnacceptablperioda
developecanannouncanintentto takeovera packageandclaimresponsibility
for the packagéf nobodyobjects Thisdevelopethen becomeshe newmain-
tainerandcustodyof the packagésfully transfered. Thepreviousnaintainehas

43<humoursi youwant amewas cometo the developeiorums suchasthe #debianlRCchan-
nelonirc.debian.a@! Reopleseento love amewasther</humour>
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2.4 TheDebiancommunity

thenlostprivilegedn uenceoverthe package’'maintenancdyut frequenththe
involvedhartiescoodinateuponreturnof the absente& keepeveryboditappy

In anycasejt remainghe maintaines responsibilityo seeto a packags'well-

being,andto decideon its fate. Withina communityof abouta thousandde-

velopes, manydifferent interpetationsof responsibilitare inevitable. Thecoe

of the projectis carriedby a smallismumberof developerthat takeDebiarvery
serioushandperformtheir dutieswith the sameamountof cae anddevotion(or

evengreater)astheirregulajobs or true hobbiesThemajorityof Debiarproject
membestreatDebiarassecondario theirmainlife but dotheirbestto properly
attendto the responsibilitiethey havechosen.A numberof peoplehavetaken
ontoo manyresponsibilities beableto properlyaddesghemindividuallyanda

fewseento interpet Debiardevelopestatusmeelyastherightto ownaDebian
emailaddessandotherwisaeglectheirresponsibilities

Suchvarietyexistsin everyvolunteerorganisatiorof reasonablsize. Debiars
appoachto the coodinationof the developaron the paththat the projecthas
choseris to decentalizeprivilegesas mentionedpreviously Theopennesand
focusof self-oganisatiorpreventsdeadlockand guads againststallsinduced
throughnegligencbysingledevelopar

Debian—a bazaarof cathedals

Mostpackageare still maintainedy individualsatherthan a group of people.
In assuch the Debiarprojectcanbe describeds“a bazaaof cathedals'’ Al-
thoughDebias opennespreventananyof the problemslescribetdythe cathe-
dral modelnot all the issuesie properlyaddessedWhenpackagenaintenance
ishandledyanindividualvhoalsomaintainghe jurisdictioroverthe packages
situationnot too diffelentfromthe dreadedrendotdock-insurfacesEverthough
it isalwaygossibléo makesuggestionsr providepatchewiathe BT Sseechap-
ter 10.6) the packags'maintenancedepend®n the singlemaintainerwhichis
neveragoodthing.

A numbemaintaines havetakenthe leadand movedthe maintenancef their
packageto public,collabaative platforms suchasAlioth* to reducesuchde-
pendencie$Vhethedevelopedntirelycollabaativelyor not,manypackagekst
co-maintainey. developarallowedo providenewvesionsof a packagevithout
havingle themasNMUs

44 readthis descriptioron IRCput did not noteits authorat the time. It refeencesEricS.Ray-
mond de nitive accounbf the dynamicsf opensouceprojectd2.

45Alioth is Debiars open souce developmentoodination forum, basedon GFage: http://
alioth.debian.ar
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2 TheDebianprojectin a nutshell

Debian—a meritocacy

Afewtaskdomainsvithin the Debiarproject,includinghe responsibilitiesf the
delegatesand of cers remainrestrictedto a smallsetof people.Exampleare
the maintenancef the Debiararchivethe managemertf Debiaruseraccounts
writeaccesto the securityarchive andthe administtion of Debiasinfrastruc-
ture. Evernthougheverydevelopecantheoketicallytakepartin thesetasksand
requesthe necessaryrivilegesn practice suchpositionsindego veryfew uc-
tuations

Whilethe Debiamprojecttriesto preventthesejobsfrom beingthe domainof
singlepesonsby encouagingteamsthe effectivenessf suchteamsdependsn
the skilllevelsf its membes Certairtaskssuchasthe administationof Debian
machinegequie muchexperiencérom their caetakes, andindividualdots of
enthusiasrbutlittle experiencevoulddo moe harmthangood.

Withinthe project,the occupant®f positionswith greaterprivilegesre chosen
onthe basiof their abilitiesandtheirachievement§ heefore, the form of gov-
ernmenthat comeglosesto the organisatiorof the Debiarprojectisa meritoc-
racy®. To beableto risein the Debiarhiearchy anindividuamusthavedisplayed
competencandcontributedsigni cantlyto a domairbefoe beingchoserto oc-
cupya positionwithinthisdomain.

Amongthe mostprominentexamplefee is membeshipof the securityteam.

Asthe securitteam$workde nitely constitutes core componendf the Debian
projectandthe stabilityof the Debiarsystemsomeindividualsonsideit pres-

tigiousto bepartof the securityteam. In lengthyemailgheyexplairtheir great

ideasandelaboatetheirpromise®f howtheywouldbeanasseto theteam.Even
thoughthe securityteamis ratherundestaffed suchrequestsre not honoued.

Insteadthosepromotedto the securityteamhavemadevaluablecontributions
helpingthe teamwithoutactuallybeingpartof it. Suchachievementhenserve
asthe basidor theteamto evaluatehe individua$ abilityanddecideon possible
membeshipof theteam.

IndiscussioremongDebiardeveloparthe term“cabalmaycomeup fromtime
totime.Whilemoee ctitious thanarealthetermcabatefesto agroupof devel-
opeswith elevategriviligeor senioistatuswithin the projectwhee nobodyhas
themembeshipdetails Thetermisusedmostlyjokinglybut mayoccasionallyop
upin criticismsusuallyhandin handwith anexpessediesie for moe openness
with someof the projectSinternalprocessedt is a contagiousermwhichis best
avoidedo preventinsultingpeople.Cabamembes are often saidto be unap-
proachabldy othes; in mostcaseshisis simplya functionof beingappoached
by too manypeopleat once,or of beingoverloadedvith work. Thebestrecipe
to dealwith allegedccabalmembesis to be proactive:makesue youhaveread

46TheMerriam-Websterdictionaryde nesa meritocacyas‘“a systemin whichthe talentedare
choserandmovedaheadnthe basiof theirachievemetit.
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2.4 TheDebiancommunity

theavailablelocumentatioandprepae concetequestionsr proposalsvhichto
presento the developar

Trust amongde\elopes

Until recentlyDebiarwasthe onlyopeatingsystenthat waspurelycommunity-
driven Whilesomepeopldiketo seeDebiamsaninstancef socialisnm actiorf”’,
sevedl partsof the projectandits infrastructue requie legalownes responsible
pesonsandproperaccountabilitySPIshieldghe projectfrom muchof the ad-
ministative buidenssuroundingan institution of the sizeas Debianput many
aspectsemainthat requie developesto stepin to takeresponsibilitieBecause
mostof the developethavenevemeteachothet excepbnmailinglistsor IRCE,

it seemsurprisinghat vital partsof the projectare laidin the hand<of voluntees
withoutmuchado.

Forinstancethe responsibilitpf managinghe Debiarinfrastructue, andespe-
ciallythe builddaemonsiessolelyin the handsof individuals Effectivelythese
individualensue the integrityof the Debiararchive. TheDebiarprojectexistto
maintairthe Debiararchive andthusthe projectrisesandfallswith the propriety
of itsdeveloparHee,too,the sociallynamicef opensouceprojectswhichEric
S.Raymondlescribem hisbookplayanimportantrole. Whenit comeslownto
it, peoplehavélittle incentivao betrustworthy(ingeneal),andtherisnopro t
motivein contributingto Debian.Howevermpeopledo workfor moe than im-
mediatgyain,andpraiseandrespecamongspees seento bethe majordriving
forcesbehindopensouceprojectsin thiscasekeepindhe responsibldeveloper
ontrack.

Similarlythe Debiarprojectdoesnot havea structued fundinginfrastructue,
yet a plethon of uses donatemoneyto the project. In somecasesregisteed
organisationfiavevolunteeed to shouldethe nancial administtion andto
acceptdonationdor Debiarfor a speci cpart of the globe.Formostcountries
howeverDebiardoesnot havesuchdedicatedegalbodiesandbankingeesfor
internationamoneytransfes are exorbitantln thesecasesdevelopearstepin to
Il thegap.Thesumsf moneywhichthesepeopléhandldor Debiarare relatively
smallputthereare noconstaintsor contacts If atrusteedecideso abandorship
andthrowa partywith Debiasfundsthe Debiarprojectwill havdittle onits side
to prosecutehe offendef®.

47Everyonbakes cakeandeveryongetsa piece..” DavoilOceli comments‘Thepointactually
getsdeepeto atechnicabidetoo, asl seeit. Curentcomputingooweris too great (anddevelops
too fast),andlifetimeis too importantto anyof usto wastetime reinventingstuff and makingthe
samanistakesigain. Writingsoftwae todayonly paysoff with a freesoftwae licensebecausgou
aregivingit apotentiako last. Thidgs simplythe professionalisif the “newage”

48|Rdsthe InternetRelayChata worldwidechatsystenwhee uses canmeetin pertinenichan-
nelsfor discussiorSeechapter10.4.3

49Nocaseof suchthieveryhascometo myattentionsincd joinedthe Debiarcommunity
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2 TheDebianprojectin a nutshell

Lagepartsof the Debiamrojectworkonthe basi®f trustalone Attimesthelack
of professionahanagemeritascausederiougrief(notbecausef misappopri-
ation,but ratheraccountabilityput mostof the time,the trustmodelhasserved
Debiarwell. A seriousffenceor abusef the rightsresultan theimmediateand
typicallyirrevocablexpulsiofromthe developeteam.Appaently Debiardevel-
operstatussenouglof areasonio donoharmto the project.In additionDebian
developarare non-anonymoustarminghe projectwouldseriouslyarnishtheir
reputationthroughoutthe opensouce community Moreovergiventhe visibility
of opensouce softwae developmerthroughpopularseach enginesit is likely
that anymischiefnakedhe roundsevenbeyondhe communitya previousem-
ployeronceconfontedmewith instancesf goodandbadconduct hadexhibited
onmailinglistsandexpectedneto justifymybehaviouor commendetheonmy
actions

Identi cation

Anonymitydoesnot existwithin the Debiardevelopeteam.ldenti cationof de-

velopes in cybespaceis handledwith GNUPrivacyGuad (GPGkeys Debian
developerare freeto signtheir Debian-elatedemailwith a strong,cryptogaphic
signatue (anduses are encouagedto do the samefor importantmattes Up-

loadsto the Debiararchivemustbe authenticatedvith a signatue by a curent

developeandsignatuesare requiedfor otherorganisationgbrocessesuchas

voting.

GP&eysare createdusingsoftwae suchasGnuPGwhichisfreelyavailablelt is
importanto realisehattheidentityinformationsuchasnameandemailaddess
are providedto GnuPQoy the user Asa result,everyoneancreatekeysunder
anyname.To ensue the identityof a prospectivelevelopeit isthusrequiedto

havea keyappovedby an existingdevelopeof the Debiarproject. Thisveri -

cationrequiespesonalcontactandthe consideationof an of cial documenbf
identi cation. In chapter2.5.2youcan nd mote informationon the procesf
becoming developer

Whenrdeveloparsigneachothers keystheycreatearelationahetworkknownas
the“Webof Trust: Asoneof thelamgestgroupsusingdigitalsignatuesconsistently
Debiariormsa lageportionof the globaMkbof Trust. Acompletanalysisf the
trustbetweerDebiardevelopeis availabl@nline®.

Thuswithin Debianeverydevelopesreal-worlddentityis known.Whilethe de-
velopes(andpartsof theremainingisecommunitylisuallyeferto eachotherby
theirnicknamegespeciallgn IRC)the developesfull names publiclyaccessible
in the developedatabas®. Thedevelopes'addessandcontactinformationare
notrequiedbut are geneallyavailableglbeitonlyto otherdevelopefor privacy

50http://people.debian.gfweasel/weboftrust/index.php
Slhttp://db.debian.ay
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2.5 Helping the Debianproject

reasonsExperienckasshownthat realnamesare peceivedf asbeingconsid-
erblymoe trustworthythan pseudonyni§ andit istrustuponwhichthe entire
projectis built.

Socialgathering

SociabatheringamongDebiardevelopearare quite common With the helpof
onlineresouces$! andmailinglists usestravellingo anareafrequentlyeachout
to localDebiaruses and setup meetings Usuallythe “excusefs to signGPG
keysandthento spendnanyhouss gettingto knoweachother Furtherma, at
anyLinux-elatedconfeence ,Debiarfolkswill get togetherto strengthentheir
pesonalrelations Justlikethe Debiarproject thesemeetingsare geneallyopen
to the publicanduses (aswellasotherpeopleare welcomeo join.

Debiarmaintainsa rudimentaryGPGkeysigningoodinationpagé®. A better
coodinationplatformwhichalsosupportghe coodinationof keysigningvents
andexpandbeyondebiargboderis BiglumbeY. Theprocedue of keysignings
detailecon Debiars website?®. Forbiggereventsfully- edgedprotocolsexistas
welPS. Debiams signing-partypackag@rovidegypg-key2pswhichconventiently
convertshe keyinformatiorto RPostscripfor printing.

2.5 Helpingthe Debianproject

Uses of the Debiarsystenoftenlookfor waysto givebacko the Debiartcommu-
nity. TheDebiamprojectisopento everyonandpeopleawillingto helpwill beable
to doso.In manycasest doesot matterwhethera contributoris a developeor

not. Account®n colabaative platformgsuchasAliot?’ or the DebiarConcur-
rent \ersionSysten{CVShepositor?, canbeobtainedvithout developestatus

Oftenthe onlydifferencebetweerdeveloparandnon-developsis whohasthe

nal budenof makingthe upload,n additionto otherresponsibilitiethat take
awaytime.

52A readerof the de.newuserquestionsewsgoup onceremarkedhat the useof realnamess
favourbleoverpseudonymasit allowspeopleio concentaiteon the postratherthanto haveto get
engagedh adiscussionverthe sens@r nonsensef thesenames

53nttp://nm.debian.a@/gpg.php

S4http:/iwww.biglumbecom

S55http://www.debian.ay/events/keysigning

56http://www.cryptnet.net/fdp/crypto/gpg-partiytml

S7http://alioth.debian.ay

58http://cvs.debian.or
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5.6 Packagemanagementcompaed

Youwill nd the preferedinterfacdor tasksat the verybottomof aptitudés main
selectiorsceen. Similarto handlingpackagedasksmaybe treatedassingular
entitiesor unfoldedto reveakhe packagetheysuggestlf the localsystemsto
becomea SQlserveryoucansimplynavigatdo the “SQlservertaskin aptitude
asshownin gure 5.10andhit [+]. Subsequentlthe selectiorcanbemodi ed.
Forinstancegverthoughlibecpgdisconsidexdpartof atypicalSQIlserveit may
bedeselectelikeanyotherpackagéhroughaptitudes interface Alternativelya
usemmaychooseo unfoldacertairtaskandinspecthe suggestedetof packages
Insteadf installinghe taskasa whole the usemaythendecideo simplyinstall
onlya few of the packagethe taskcontains You will seethat taskdn aptitude
reactjustlikeregulampackages

It is alsopossibldo de ne customtasksby droppingtaskdescriptionles into
lusr/shae/taskséP. Documentatioon howto compos¢askss availablén the
READMEe installedvith the tasksepackagé.

5.6 Packagemanagementompaed

It is not the intentionof thisbookto compag. Neverthelesasthe Debiarpack-
agemanagemergystermseemso be misconceivetbo often, it isimportantto
establistthe positionof dpkg APT & co. within the eld of automaticpack-
agemanagementThedayshavepassed whichDebiars packagenanagement
wipedthetablecleanTodayvariousappoachegxisteachwith theirownspecial
featuesandannoyingcaveats Whenpeopleout their favouritepackagenan-
agemensystenanddisson the otheravailablesolutionsthey effectivelyadmit
their own ignoanceof the matter In fact,it seemssif packagenanagement
systemare moe a questiorof faith.

Packageamanagemenseemdo encompasthree aspects:the packagdormat
speci cationthe packagdandlerandthe actualpackagenanagerManya De-
biansupportewill claimthat Debiarexcel$n all threeof them.Whilethe Debian
packagenanagemertbolshaveundeniablstrengthstheyare not perfect. The
sameaanbesaidfor the packageanagemerstystemsf otherdistributionsThus
it istimefor a quickcomparisofwithoutgoinginto too muchdetail).

Thebasidor packagenanagemeris the formatof the packagees themselves
whichprovidedor alot of the functionality Flamewaragewith DEBsupportes
slashingRPMfans andvice versa. A commorbeliefamongDebiarsupportes
seemso bethat the DEHormatis lamgelysuperioto RPMwhichis simplyfalse
(andcertainlyoneof the reasonsvhy Debiars reputationis not alwaygositive).
Infact,the RPMormatis actuallymore featue-richthan DEBbut the additional

30Additionalocationsnaybesupportedn the future, seehttp://bugs.debian.gr286170
3Yusr/shae/doc/tasksel/README
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5 TheDebianpackagemanagementsystem

Table5.5:
Packagehandling
commandsavailable
by dpkgandrpm.

featuesare not commonlyut to usé?. Neverthelesis termsof the capabilities
actuallyputto usethetwo formatsare justtoo similato compae. Thesamealso
holdstrue for comparisonwith other majorpackagdormats includingpkgsc,
ports andeven.ebuilds Eachformat hasits own advantageand limitations
but whenit comego packagenanagementhe administative possibilitiethey
supporiare allmoe or lessequivalerit.

Thesituationwith toolshandlingthe packageles is no diffeent. dpkgandthe
rpm binaryare packag@rocessar(aswellasothermanagesfor otherformats),
providelamgely the samefunctionality(seetable 5.5): installationand removal,
queryinga statusdatabaseand displayingnformationextactedfrom package
les; theycanbetold to overridedependencies disegad otherrulesandthey
canlist packageontentsandassociatenstalledles with the soucepackageln
short,whatcanbedonewith oneis alsopossiblevith the other Withineachof
the diffeent implementationsf packagenanagementhe boundariebetween
the componentmayshift. Whatcountshoweveiisthe netresultandthe admin-
istrativeapppbacheshe respectivéoolsetenableWhiledpkgandrpm andtheir
respectivpackagdormatsare fundamentallgifferent from e.g.a portsbased
systemthe capabilitieare mor or lesthe same.

dpkg rpm
dpkg--info rpm-gpi
dpkg--contents rpm-gpl
dpkg--install rpm-i
dpkg--list rpm-ga
dpkg--list les rpm-gl
dpkg--seach rpm-gf
dpkg--status rpm-qi
dpkg--remove n/a
dpkg--purge rpm-E

dpkg--install --for ce-depends
dpkg--install --for ce-overwrite

rpm-i --nodeps
rpm-i --replace les

327 goodexampleof suchfunctionalityis the concepiof RPMpackagerigges, whichallowa
packageo registeractionsto be takenwhenanotherpackagés manipulatedand thus go beyond
the standad installatiorscripts Anotherexamplés that RPMallowsdependencidge bemetby les
installedon the local lesystem.Whilethis practiceis somewhateminiscenof the dynamidibrary
handlingvhichgave‘dependendyell”its namejt canbeusefulat times

33A qualitativecomparisois availablenline:http://www.kitenet.net/“joey/pkg-comp
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5.6 Packagemanagementcompaed

Thethird componenbf a packagenanagemergystemnis the packagenanager
itself whichbuildsuponthe packagenanageandthe formatspeci cationFora
longtime, APTenjoyedunrivaledorecedencen this eld, but the otherdistribu-
tionshavebeenbusy Nowadaysoolslikeup2date yum, urpmi, andemepge are
hadlybehindn the amountof functionalitytheyprovide(sedable5.6) andeven
thoughAPTdoesseento standoutin termsof maturityandrobustnes# will not
belonguntil the othes are viablealternatives

Thefollowingtableattemptsto list corespondingommandsf the four major
automatiqackagenanagex Pleas@otethat the comparisois AP¥centricand
intendedto servemole asa refeencethan asan agumentto bashthe other
commandsvhichcaneachdo thingsthat APTcannot.It thusprimarilyservess
a mapto helpyoudistinguistbetweerthe different APTcommandsl purposely
do not providea mapof othermanages’ commandso APTbecaus@&PThasall
thefeatuesyouneedfor the DebiarWay of packagenanagemenConceptand
appoachesvailablevith othermanageybut not supportedy APTare unlikely
to beusefulon a Debiarsystem.

Table5.6: Packagemanagementommandof major packagenanagemensystemscompaed.

APT yum up2date urpmi
apt-cacheseach yumseach http://rpom nd.net urpmq
apt-cacheshow yuminfo http://rpm nd.net  urpmgq-i
apt-cacheshowpkg n/a http://rpm nd.net n/a
apt-cachedepends n/a n/a n/a
apt-cacherdepends n/a n/a n/a
apt-getinstall yuminstall up2date-i urpmi
apt-getinstall yum up2date-d n/a*
--download-only --download-only
apt-getremove n/a n/a n/a
apt-getremove--purge  yumremove rpm-e urpme
apt-getupdate n/a n/a urpmi.updatea
apt-getupgrade yumupdate n/a n/a
apt-getdist-upgrade yum--obsoletes up2date--update urpmi--auto-select
update
apt-get souce n/a up2date--src n/a
apt-getbuild-dep n/a n/a n/a
apt- le seach yumprovides http://rpm nd.net  urpmf

34urpmg--sources....] jxargswget

201



5 TheDebianpackagemanagementsystem

LastlyAPTis not speci cto Debian Aspart of Debiars commitmento the free
softwae communityAPTispubliclyavailablandhasbeerportedto varioupack-
ageformatgmostotablyRPM)It isalreadyactivelybeingusedoyotherdistribu-
tions includingMacOSX (FinkandFedaat.

ComparingackagenanagemergsystemacossLinuxdistributionsvereachthe
conclusiothat allmajorplayesin the eld are mee mortalsButthereismoeto
the Debiarsystenthanthe afoementionegackagenanagementtilities Those
whorankAPTasthe true strengthof the Debiaropeatingsystenare wrong. The
realreasornswellremovedromthe useiinterfacesleepnsidehe Debiarsystem,
omnipesentput hadly noticeable.

5.7 Powerfrom within: the Debianpolicy

Agroupof musiciandoesnot makeanorchesta. If the goalisasymphonyt does
not helpif eachdoegheirownthing,or smallgroupsformto playdifferentpieces
If the artistsare willing,a little patiencecanleadto acceptablessultsbut atrue
symphonyequiesorder Foranorchestato successfuligonveythe enegy of a
musicamasterpiecét requiesindividuakkill,a scoe, a conductarandendless
houss of practice.

Introducingthe DebianSymphonidOrchesta

TheDebiarsystenisnot unlikea symphonythe musicianare thedevelopawho
prepae numeouspackagefor installationon the system.If developarsimply
createpackagew theirownliking,synegy cannotemege. Theefoe, the devel-
opes haveageedon a setof rulesby whichto abidejust like the membes of
anorchesta ageeona scoe to follow Withinthe Debiarsystemthe role of the
conductoiis takenby the packagenanagemenbols which,asshownin chap-
ter 5.3andchapteis.4 observeertainrulesandensue that packagelsarmonise.
Therulesaswellasthe toolshavebeeramoundfor yeas anddevelopahavehad
ampletimeto practisetheiruseandto corectproblems

To continuethe examplethe scoe playedoythe Debiardevelopearandobserved
by the packagenanagemeribolsis the Debiarpolicy®; withoutthe policy the
Debiardistributionwouldbe JustAnotherLinux. Butit is not. Thepolicyis the
soulof the Debiarsystemit isits throbbingheart,t isthe reasorwhyDebiarcan
putthe saméoolsto betterusethanothes Thepolicyis Debiars cookbookyith
yeas of scrutinyperfectingeachsinglerecipe.

S5http://www.debian.ay/doc/debian-policy
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7.2 Security updates

7.2 Securityupdates

Whena securityproblemis foundin a softwae publisheaspart of the Debian
stable releasethe Debiarsecurityteamstrivesto releasea securityupdatein
a competetivéime frame. Depending@n the severityof the problemthe team
mightindependentlgttemptto patchthe softwae or seach for a solutionor a
workaoundin aneffortto providethe Debiaruserbasavith anupdateassoonas
possiblelf sucha solutioncanbefound,it ismadeavailabléo the geneal public
allowothes to prot from the work of the securityteam. In mostsituations
howeversecurityxes are foundin closecoopeation with the softwae authos
andotheropeatingsystenpublishex

Asa securityx becomesvailablethe updatecan be quicklyuploadedo the
unstablereleasendsubsequentlgnjoyrivilegegropagatiorinto the testing
archive,usuallytakingno longerthan two days Neverthelesthe newvesion
will not beableto enterthe stablereleaseintil the nextof cial Debiarvesionis
publishedo accomodatsecurityupdatesthe Debiarsecuritteamoperntesa
sepaate APTarchivefor securityupdatego softwae in the stablearchive hosted
at securitydebian.ay.

Backportingsecurity x es

It is oftenthe casehat an upsteamauthor xes a securityproblemin a newre-
leasef the softwae anddoesot botherwith previousesionsAfterall,previous
vesionsare mostlyconsidexd obsolet@ndit wouldbea tediougobfor adevel-
operof aprogammeor alibraryto x everywesionreleasewith respecto every
bugdiscoverd. Newvesionsoftenprovidenewfunctionalityor dropoldfeatues
andit is not rare for suchupdatego containmore bugs Theefore, providingthe
newvesionof the softwae viathe securityarchivecouldcausenassiv@roblems
onuses'machinessomeuses mayrelyonfeatuesthat wee droppedn the new
releasepthes maybenegativelgaffectedoy bugsintroducedvith newfeatues

Debiarstableis stableandnewvesionsare not allowedo enterit. Ratheithan
solvingsecurityproblemsy pushingxed packagesf newervesiondgnto the se-
curity repositorythe securitjteamanalysethe solutionandbackportét to the
vesionavailablen the stable archive. Thisresultsin a packageroviding xed
softwae,withoutaddingor droppingfeatues To helpavoida bug xes introduc-
ingnewbugs xes are restrictedo the bae essentialandcaefullyaudited.

Pleas&eepin mindthat only the stable releaseeceiveshis speciatreatment.
Neitherthe testing northe unstablearchivecontentsare supportedby the secu-
rity team. If systensecurityis oneof your primaryconcernsyououghtto stay
with Debiarstable Alongsimiladines onlythe mainarchivereceivesull atten-
tion. Whilepackagem contrib and non-free are not activelyignoed,they are
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7 Security of the Debiansystem

treatedwith alowerprioritythansoftwae in main, evenf abugsseveritynaybe
greater

Speciabersion numbes

Asa consequenaaf Debiars securitypolicy somesoftwae on a Debiarstable
systemmayhavevesionnumbesthat suggesa vulneabilityin theinstalledsoft-

wae. Forinstancelibssl0.9.6is subjecto a denialof servicettack,a problem
whichwas xed in vesion0.9.61. Neverthelesthe vesionavailablen woody
thesedaysis 0.9.6¢-2.woodf, whichappeas to be an oldervesionthan 0.9.6l,
andthusmightalertthe caefuladministtorthat the vulneabilitypesistsinves-
tigatingthechangelog.Debian.de revealshatapriorreleasd).9.6c-2.wood,
hasdealtwith the problem:

openssl  (0.9.6c-2.woody.5) stable-security; urgency=high

* Non-maintainer upload by the Security Team
* Apply upstream patch to fix NULL pointer  dereference in
do_change_cipher_spec (CAN-2004-0079)

(-]

Youshouldherrefore neverelyonthevesionnumbeswhenassessingevulner-
abilityof installedsoftwae on a stablesystemGeneilly a vesionnumbersuf x

suchas.woodyb suggestthe in uenceof the securityteam,andthusthe pres-
enceof out-of-linesecurityupdatedVhenwoody becametable openssivasat

0.9.6c¢c-2s0the securityeamappendethe codenamandaninciementatounter
for eachsecurityupdate(seechapters.7.5). Thechangelog.Debian.ge, which
everypackagerovidesuinder/usr/shae/dock package will helpto resolveany
ambiguities

The Debiansecurityarchive

Securityupdatesate publishedn the Debiarsecurityarchive whichis sepaate
fromthe of cial Debiararchivewith the stablereleasemongotherthings Up-
datescanbefetchedandinstalledromthisarchivein oneof two waysdepending
onyourneeds

Manualveri cation and installationof updates

If you havehigh securityrequiementsthe bestway of obtainingandinstalling
the xes isto downloadhemmanuallyfrom the locationsspeci edin the DSA

Shttp://www.debian.ay/security/2004/dsa-465
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7.2 Security updates

announcinghe xed packagesForeach le, the announcemergpeci esthe
MD5checksurandsize Priorto installationthe downloadede mustbeveri ed
againsthisdata.Theannouncemeititiselfiscryptogaphicallgignedyamember
of thethe Debiarsecurityteamto verifythe datasintegrity

ForinstanceDSA88containedhe followinglink for the i386 architectue:

[.]
http://security.debian.org/pool/updates/main/g/gzi p/gzip_1 .3.2-3wo ody3_i38 6.deb
Size/MD5 checksum: 62076 536b666d29bcc648alfl05b3e5ef0708

[-]
Theprocedue for verifyingandinstallinghe le isasfollows:

“$ cd /tmp

“$ wget http://security.debian.org/[...)/gzip/gzip_1. 3.2-3woo dy3_i38 6.deb
“$ wc -c gzip_1.3.2-3woody3_i386.deb

62076 gzip_1.3.2-3woody3_i386.deb

“$ md5sum gzip_1.3.2-3woody3_i386.deb

536b666d29bcc648a1f105b3e5ef0708 gzip_1.3.2-3woody3_i386.deb

If the sizeandchecksumerifycorectly the packageanbeinstalledwith dpkg
(seechaptes.3.2).

Themanuamethodof installatiorandveri cationisexpectetb becom®bsolete
with the introductionof APTO.6(seechapter7.5.2).

Automaticsecurityupdateswith APT

If yoursecurityrequiementsare not sostrict,youmight prefertthe mose conve-
nientappoachof havingAPTautomaticallylownloadcandinstalltheseupdates
Obviouslyhisrelieson youcheckindor andinstallingupdatesn a regulatbasis
(orwith automatidools seechapte5.11.4).

To enableAPTto installpackageBomthis archive the followingrepositorynust
beaddedo /etc/apt/souces.list Insteacbf the canonicahamestable youmay
wantto haidcodehe curentreleasén its placeasshownin the commentedine.
Seechapte#t for more informatioronthisdistinction.

deb http://security.debian.org sarge/updates main contrib non-free

Contaryto somerumous the securityteamtreatsall Debiararchitectues(see
chapterd.5)equally Theefore, securityupdatesare availabléor all Debiararchi-
tectuesat roughlythe samdime. TheDebiaruildinfrastructue providespecial,
prioritisechandlingof security-elatedpackagepdates

Thesecurityarchiveis not of cially mirrored,althoughunof cial mirrors existon
variouserves Insteadthe Debiarsecurityservesare designetb handlemassive
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quantitieof requests Asecurityupdatemustbeavailabléo allusesat the ear-
liestpossiblenomentTheDebiamnirrors usea pull strategyto staysynchonised,
andanupdatemaytakeup to 24 houss to propagatdo the primaryserves, and
everlongetto maket to thesecondamnirors Debiarsecurityupdatesire critical
updatesvhichmustbemadeavailablat the earliespossiblenoment Theefore,
the mirror propagatiortimescannotbetolematedandsecurityupdatesire served
fromasingldocationUnof cialmirors of the securityarchiveexistnevertheless

Withthe abovewo linesin /etc/apt/souces.listkeepinga Debiarsystensecue
isaseasyas

“# apt-get update && apt-get --show-upgraded upgrade

The--show-upgladedoptionis not necessatyut goodpractice It will causeAPT
to displaya list of thingsit plansto do, andaskthe administ@tor whetherit is
okayto proceedin fact,| suggesyoumakeAPTusethis ag bydefaultbyadding
APT.Get::Show-Upgdedtrue to /etc/apt/apt.conf{seechaptei5.4.2).

7.3 Securityout of the box

Debiardoesot try to beassecue aspossibl€likee.g.the OpenBSproject).In-
steadthe Debiaropeatingsystentonstitutes balancéetweereaseof admin-
istration andsecurity NeverthelesBebiarns secue enoughfor mostpurposes
andits administativepaladigmsnakdt evenmole applicablén situationsvhee
the securityof a systemsanimportantfactor

Asthe softwae distributedwith the opeating systenrcomesnostlyfrom exter-
nal souces a Debiarsystentanonly everbe assecue asthe weakessoftwae
componeninstalled.With this in mind,it is easyto appeciatethe signi cance
of a properinstallationof a Debiarsysten{seechapter3.2). Ratherthan trying
to installeverythinghe usercouldpossibleverwant,the ideabehindinstalling
a Debiarsystenisto installa minimalsystenwith respecto the requiementst
shouldaddessThee isnoreasorto runagraphicabnvionmentonawebserver
anda mail serverdoesnot needto provideDNSservicesBy keepinghe num-
berof installedoackagekw adminisiatois caneffectivelylesserthe chanceof
a securityproblemaffectingthe system Asshownpreviouslychapte5.7.3)the
dependenciateclaed by Debiarpackageare choserin that spiritandonly pull
in packagethat are absolutelyequied.

“Sincethe arson at the Univesity of Twente, which destoyed Debiars security server
(http://lists.debian.@/debian-devel-announce/2002/11/msg00009 htenmoe redundantsetup
hasbeerputin place
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