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2 TheDebianproject in a nutshell

of an imagenot ratherconsistof all the brushstrokesandeditsto an image?
Whatif aprogrammewasusedto generatetheimage,whichin itselfisnot free
or not partof Debian?Whatif theimagewascreatedin AdobePhotoshop?

Amongotherthings, theGFDLforbidstheomissionor changeof “invariantsec­
tions.” Suchsectionscanonlyexistaspartof “secondarysections,” whosecon­
tentsmustnot beconcernedwith the matterdocumentedin the text. Thus,
secondarysectionsholdcopyrightandacknowledgements, whichare arguably
to bepropagatedto derivedworks. Is the GFDLthenreallynon­free?Still,in­
variantsectionsallowfor nastyacts29, soit limitsthefreedom.Onanunrelated
note,removingdocumentationfromthesystemcertainlyinconveniencesmany
users andmakesDebianunusable(or mostlyso)to thosewithout permanent
or reasonableInternetaccess. If the SocialContract promisesthat Debianwill
honourthedesiresof itsusers, howcanthisdilemmaberesolved?

Asyoucansee,a greatnumberof questionsremainunanswered30. WhileDebian
hopesto exerciseits in�uenceandto causechange,e.g.arevisedGFDL,orvendors
releasingtheirdriver�rmwareunderafreeandopenlicence,it isimpossibleat this
momentto forecastthefutureof suchlicenceissues. TheDebianprojectpromises
etchto befully conformantto theSocialContractin anycase.

Thedebian­legalmailinglistaswellasthe#debian­legalIRCchannelirc.debian.org
aretheforumsdedicatedto discussionsthat focusonfreedomandlicencingissues.
Pleasemakesureyousearchthelistarchives31 beforeposting.Also,theDebianWiki
hasapageoncommonlicencesandtheirDFSGstatus32.

2.4 TheDebiancommunity

2.4.1 Organisation of the project

TheDebianprojectisorganisedaccordingto thestructuredescribedin itsconstitu­
tion33, whichestablishesthedecision­makingbodiesandtheprocessesfor making
decisionswithin theproject.Figure 2.2isa roughapproximationof the structure
of theDebianproject.Manygroups, subprojects, andindividualscannotbeclearly
classi�edor outlinedin a meaningfulway. However, the imagegivesanoverview
of themostimportantbodiesandtheirrelationships. Thelist of currentoccupants
of theof�cial positionsisavailableontheWeb34.

29Readhttp://slashdot.org/articles/03/04/20/1357236.shtmlfor a few examples.
30Athttp://lists.debian.org/debian­vote/2005/03/msg00152.html, youcan�nd anumberof chal­

lenginglicenceconsiderationsfor differentdatatypes.
31http://lists.debian.org/debian­legal
32http://wiki.debian.net/index.cgi?DFSGLicences
33http://www.debian.org/devel/constitution
34http://www.debian.org/intro/organization
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2.4 TheDebiancommunity

Asshown,the all­encompassinggroup is the set of users. Within the Debian
project,everybodyis alsoa userof the system,whichmakesfor the closerela­
tionshipbetweenusers anddevelopers andalsoprovidesmostof the motivation
for the volunteers runningthe project. Users canapplyto join the project (see
chapter2.5.2),andif approved,theyjointhedeveloperbody. Alternatively, numer­
ousareasexistin whichuserscancontributeto theprojectwithouthavingto go
throughtheapplicationprocess(seechapter2.5.1).

Thesetof developers makesup the majororganisationalbodyof Debian.At the
time of writing, the Debianprojectconsistedof about950 developers, eachof
whomwastakingcareof oneor morepartsof theproject,beit packagemanage­
ment,documentation,internationalisation,organisation,or infrastructure main­
tenance,to namebut a few. Participationin anyof theseprojectsis voluntary,
generallywithoutanironcladcommitment,whichallowspeopleto dedicatetheir
availabletimeto anyprojecttheywish.

Possiblyonethe mostimportantaspectsof the Debiancommunityis its inter­
nationalorientation.Eventhoughthe projectwasfoundedin the UnitedStates,
Debiandevelopersliveallovertheworld35,allowingfor diversityandpoliticalinde­
pendence,amongothertraits. Asmanyaspectsof theprojectaresecurity­sensitive,
trustamongthedevelopersplaysanimportantpart(seechapter2.4.3).

Figure 2.2:

A roughsketchof

Debian's organisation
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35http://www.linuks.mine.nu/debian­worldmap
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2 TheDebianproject in a nutshell

Theproject of�cers

Thedeveloperbodyitselfisorganisedin a�at hierarchy. At thetopof thehierarchy
sitstheprojectleader, whoiselectedannuallybythedevelopers. Everydeveloper
hasavote,andeverydevelopercanbecomeacandidate.Theprojectleaderguides
the projectandandis responsiblefor its coordination.Theprojectleadershould
beadrivingforcefor newdirectionsandcanfocusdeveloperattentiononspeci�c
areasof problems. Theleaderhasvariousspecialpowers whichare rarely used.
However, thedevelopercollectivemaycasta majorityvoteto overruletheproject
leader'sdecision,whichhasneverhappened.

Uponbeingelected,theprojectleaderappointstheof�cers(togetherwith thepre­
viousoccupantsof thesepositions)anddelegatesa numberof tasksto chosen
individualsandteams. Subsequently, the projectleaderis freeto replaceof�cers
anddelegatesasappropriate. Theproject leadermaybe replacedby the chair­
manof the technicalcommitteetogetherwith the projectsecretary, shouldit be
necessary(e.g.in caseof deathor absencewithoutleave).

Assistingtheprojectleaderarethemembersof thetechnicalcommittee,frontedby
thechairman.Thetechnicalcommittee'staskisto monitorthetechnicalaspectsof
thedistribution.In exceptionalcases, it mayrequire a developerto takea certain
courseof actionoveranother, if it is deemedto be in the betterinterestof the
projectandits users. Theprojectsecretarymainlycoordinateselectionsandother
votes. Furthermore,thesecretary's job is to resolvedisputeson the interpretation
of theconstitution.

Thedelegates

Thedelegatesreceivedeputationsfrom the project leaderandare givenspecial
powersin speci�ctaskdomains. Forinstance,theprojectleaderdelegatesthetask
of Debianaccountmaintenanceto the DebianAccountManager(DAM),andthe
jobof interactingwith the mediato the presscontact.Withintheir domain,the
delegateshavethe freedomto act accordingasthey judgebest. In addition,to
preventconcentrationof power, the delegatescanmakecertaindecisionswhich
the project leadermaynot makedirectly. Suchdecisionsare mainlyconcerned
with projectmembership.

Delegationisnot anof�cial or necessarilyvisibleprocess. In addition,it neednot
beanexplicitprocess. Manydelegatepositionsare heldbypeoplefor years, and
the projectleadersimplyacceptstheir statusbynot choosingreplacements. The
delegatemusthaveall thenecessarycompetencein thedelegateddomainto make
decisions(orelseshouldnot bechosenasa delegate).Theprojectleadercannot
overridea delegate'sdecisiononceit isspoken.Therefore,it is in the leader'sbest
interestto choosesomeonetrustworthyandcapable.Theprojectleadermayre­
placedelegatesgivensuf�cient reasons. However, asingledecisionmade,possibly
in disfavourof theleader, isnot asuf�cientreason.
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2.4 TheDebiancommunity

Notabledelegatepositionsincludethe releasemanagers, the securityteam,and
the FTPmasters. Thereleasemanagers setthe goalsfor the nextstablerelease,
andcoordinateandsupervisethereleaseprocess. Thisinvolvesschedulingfreezes
andcarvingthe�nal releasedatein stone.Aseparatestablereleasemanagerthen
takesover. Thesecurityteam's jobis to cooperatewith securityteamsfromother
projectsto providesecurity­related�xes to software in thestablearchiveassoon
aspossible.Finally, the FTPmasters are in chargeof the Debianarchive,deciding
whatsoftware isallowedinto thearchiveandwhatmustberemoved.

Thedevelopercollective

At thebottom,albeitall­encompassing,residesthe remainderof developers, each
actingwithin their own self­assignednicheof the project. Althoughit is pre­
ferredfor adeveloperto maintainapackage(acommonbutnotabsolutelyneces­
saryrequirementfor becomingaDebiandeveloper;seechapter2.5.2),manyother
taskscall for volunteers. Beit documentationand internationalisationendeav­
ours, usersupporton mailinglistsandon IRCchannels(seecrefmailinglistsand
chapter10.4.3respectively),or simply�xing bugsandprovidingideason howto
improvethedistribution,asingledevelopercantakeonasmanyresponsibilitiesas
desired.It isimportantto realisethat theseresponsibilitiesarebychoiceasnobody
within theprojectis in a positionto ordera developerto dosomething;not even
theprojectleader.

Whilethe individualdevelopermaybeperceivedto beat the verybottomof De­
bian's organisationalstructure, the developermajoritycanoverruleanyorgani­
sationalbodywithin Debian's structure, includingthe project leader, by wayof
general resolution.General resolutionsare Debian's primarymeansof reachinga
consensusonnon­trivialdecisions. A general resolutionmaybeproposedbyany­
oneandwill beopenedfor votewhenenoughseconders backup the proposer's
call.Everydevelopermayparticipatein thevote,andif amajorityisreached36, the
resolutiontakeseffectimmediatelyandcannotbeoverruled(exceptbymeansof
anothergeneral resolution).

TheDebianusers

TheDebianusersandthecommunitytheyformare unquestionablythemostim­
portantentityfor theproject.TheSocialContractde�nesits usersastheproject's
top priority(seeappendixE).Debian's mainpurposeis thusto meetthe require­
mentsof its userbase.Withoutits users, the projectwouldnot havea purpose.
Everydeveloperis alsoa user, but a criticalmassof “normalusers” is paramount
for theDebiansystemto stayuniversalandcompetitive(seechapter2.2.1).

36DebianusestheCondorcetmethodto allowitsdevelopersto voicepreferencesratherthansimple
votes;seehttp://en.wikipedia.org/wiki/Condorcet_method
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2 TheDebianproject in a nutshell

Eventhoughnormalusers cannotcastvotes, theycanin�uencethe directionof
the projectin a plethora of ways, for instanceby participatingin discussionson
mailinglists(seechapter10.4.1),�ling bugreports(seechapter10.6),or stepping
forward in a proactivefashionto �x problemsthewaytheywouldlikethem�xed,
beforesomeoneelsegetsaroundto it.

Ultimately, everyDebianusermaybecomea Debiandeveloperafter establishing
trustanddemonstratingfamiliaritywith therulesandproceedingsof theprojects,
aswellasskillspertainingto Debian'spackagemanagementsystemandtools(see
chapter2.5.2).

SPI—Software in the PublicInterest

Withoutbeinga part of the Debianproject,SPI37 is part of its organisation.SPI
wasfoundedby BrucePerensto act asa legalentity of the Debianproject. In
assuch,it holdsall trademarksfor Debian,ownsall of its monetaryandmaterial
assets, andrepresentsthe projectin legalmatters. In addition,SPIembodiesan
economicentityandcanaccepttax­deductibledonationsfor theproject,at least
withintheUnitedStatesof America.SPIhasnoauthorityoverdecisionscastwithin
theDebianproject.Alongthesamelines,DebianclaimsnoauthorityoverSPIother
thanovertheuseof DebianpropertyheldandmanagedbytheSPI.

2.4.2 Socialaspectsof the community

Thecommunitybehindthe Debianprojectis similarto the communitiesof other
comparableprojects. Nevertheless, theDebiancommunityhasa verystrongrepu­
tation,whichmakesit standoutat times. Debianhasthelargestdeveloperbaseof
allfreesoftwaredistributions,andit constitutesmoreof ametaprojectthanasim­
pleproject,asit consistsof a plethora of subprojectswhoseonlycommonground
in manycasesis that theyare partof the Debiansystem.Whileotherprojectsof
comparablesizeor of comparablediversityexist,Debianisuniquein thecombina­
tion of the two andin the wayit organisesthe productionof the Debiansystem.
Thosewhosupportthecommunitycommonlydescribeit asunparalleledin terms
of it dynamicsandcompetence,andmanyrankthelevelof supportavailablefrom
thecommunityasthemostimportantfactorin choosingDebian.At thesametime,
theDebiancommunityisoftenbadmouthedasarrogantandtoo idealisticfor the
realworld.

It isnot thepurposeof thisbookto argueeitherposition.Theonlywayto decide
is to get involvedwith thecommunityandseefor yourself.If youare newto the
project,it is probablya goodideato get to knowthe communitybefore it gets

37http://www.spi­inc.org
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2.4 TheDebiancommunity

to knowyou.In the following,I put togethersomeusefulfactsabouttheDebian
community38.

First of all,it is importantto realisethat thecommunityismadeupof volunteers.
Developers typicallyworkfor the projectbecausetheyusethe Debianoperating
system,believein its philosophy, and/orotherwiseenjoycontributingto a coop­
erativeeffort withoutcommercialstringsattached,andwithoutanyoneordering
themaround39. Thesameappliesto regularuserswhocontributeto thecommu­
nity. Thecommunitywelcomesanyonewho keepsthat in mind,andabidesby
the usualrulesof decencyandetiquetteexpectedfrom peoplesharingcommon
grounds(evenif thosegroundsarevirtual).

Anotherimportantpointto consideristhatmembersof thecommunity(or“users”,
for short)try to behelpfulwheneverpossible.Nevertheless, nobodylikesto do
someoneelse'swork.Thus,youareunlikelyto �nd answerswithoutdoingyourpart
�r st,whichmeansusingthe availableresourcesbefore approachingotherpeople
for help(seechapter10). If it is clearfromthe detailsyouprovidethat youhave
thoughtabouttheproblem,triedto containit, andgoneto search in otherplaces
before askingfor support,peoplewill gladlyofferassistance.Maybethebestway
to �nd answers isbyaskingthe right questionsin the right way, andof the right
people.EricS.Raymondhasput togethera delightfulpieceon howto asksmart
questions40, whichI suggestyouread.Havingreadandunderstoodthe text,you
neednot beafraidof askingstupidquestionsin aDebianforum.

Anicetrait of theDebiancommunityistheequalitywithwhicheveryoneistreated.
Fornewusersandveteransalike,theprimaryfocusof attentionis theproblemat
hand41. Thisalsomeansthat the Debiancommunitydoesnot consistof a crowd
of needyusers anda bunchof gurusthat answerquestions. Instead,everyone
is encouragedto partakeandprovidehelpfuladvice,andpeopledo. Onthe one
hand,peopleliketo showoff theirknowledge,andif it ishelpfulto others, all the
better. Onthe otherhand,followingthe communitydiscussionsandpitchingin
advicehere andthere hasprovento beanexcellentwayto learnmore aboutthe
operatingsystem,andisadvocatedassuchbymanyusers42.

38Pleasekeepin mindthat I amnot claimingthat theDebiancommunityisunique.Muchof what
followsisequallyapplicableto otherprojects. I amjust introducingtheDebiancommunityandlaying
out thefacts.

39It isnot that beingtold what to do is inherentlybad,but it oftencausesqualityto givewayto
marketor timepressure,andworkingonproductswithouttheabilityto maintainaqualitylevelcanbe
painful.

40http://www.catb.org/˜esr/faqs/smart­questions.html
41Debianwouldnot beDebianif long­standingusers did not continuouslypull eachother's legs

andexchangewitty andsarcasticcomments. However, theproblemat handmaintainstop priorityand
afterbashingoneanotherfor abit,Debianfolksareusuallyquickto comeupwith helpfuladvice.

42Thesetwo patternsof behaviourare quite commonin the opensource world. Fora com­
pleteanalysisof their evolutionandmotivations, I referyou to EricS.Raymond's bookThecathe­
dral and the bazaar(http://www.catb.org/˜esr/writings/cathedral­bazaar). Anothergoodreadfor
thosetruly interestedisUnderstandingOpenSourceSoftware DevelopmentbyFellerandFitzgerald
(http://opensource.ucc.ie/uossd).

51



O
pe

n 
S

ou
rc

e 
P

re
ss

 (
S

am
pl

e)

2 TheDebianproject in a nutshell

In the communityforums(seechapter10.4),you will �nd a healthybalanceof
technicaldiscussion(most),humour(some),unrelatedtopics(few),and�amewars
(rare)43. Overall, interactionswithin thecommunitygenerallyhavea highlevelof
productivity,andinterestingdiscussionssometimesensueonceasolutionhasbeen
found.Frequently, thesediscussionsculminatein improvementsmadeto thesys­
tem,eitheronthetechnicalor usabilityside,or in thedocumentation.TheDebian
policy,whichwill bediscussedin greatdepthin chapter5.7,playsanimportantrole
in the community. Thepolicystandardisesthe organisationof �les andthe logic
of administrativeprocessesto allowthe large developercollectiveto providean
integratedsystemratherthananaggregationof different packages. At the same
time,the policyalsomakessure that the Debiansystemstaysthe sameacrossall
installations, independentof architectureandminorversion.Everyoneworkswith
thesametoolsonthesameground,andsolutionscanbefoundrapidly.

To sumthis up,the communityis madeup mostlyof users whoare members by
choiceandcontributors by conviction.Newcomers are often veryeagerto help
others in an attemptto givebackto the community. Others acknowledgetheir
lackof experiencewith software developmentandcontributetowardsthe docu­
mentationor themaintenanceof webpages. Thecooperativedevelopmentfound
in andaroundtheDebianoperatingsystemprovidesa proli�c basisfor hobbyists,
enthusiasts, andprofessionalsaliketo worktowardsacommongoal.

2.4.3 Socialaspectsof the group of developers

TheDebianorganisationis veryopenand�at. Apartfrom the of�cers, delegates,
anda few otherprivilegedpositions, everybodyin the developerteamhasequal
rights. Theprimeexampleis the opennessof the BTSand the Debianarchive
underequaltermsto everysingledeveloper. Shouldone developerneglecta
certainpackage,then anothercansimplytakeoverandprovidea �xed version
for of�cial inclusionin the archivewithout the needto acquire specialprivileges.
Whena maintaineris temporarilyunavailable,otherdeveloperscanprovideNon­
MaintainerUpload(NMU)sto be acknowledgeduponreturn by the maintainer.
NotethatNMUsareconstrainedto single,small�xesandcannotbeusedto pusha
newupstreamrelease,for example.In anycase,whenanNMUismade,thepack­
age'sof�cial maintainerisstill in control,andmayopt to reversea �x. Unlesssuch
anissuecausesharmto theprojectandthusneedsto beresolvedbythetechnical
committee,amaintainer'sdecisionis�nal andirrefutable.

Shouldapackagemaintainer'sunavailabilityextendbeyondanacceptableperiod,a
developercanannounceanintent to takeoverapackage,andclaimresponsibility
for the packageif nobodyobjects. Thisdeveloperthenbecomesthe newmain­
tainerandcustodyof thepackageisfully transferred.Thepreviousmaintainerhas

43<humour>If youwant�amewars,cometo thedeveloperforums, suchasthe#debianIRCchan­
nelonirc.debian.org! Peopleseemto love�amewarsthere.</humour>
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2.4 TheDebiancommunity

thenlostprivilegedin�uenceoverthepackage'smaintenance,but frequentlythe
involvedpartiescoordinateuponreturnof theabsenteeto keepeverybodyhappy.

In anycase,it remainsthe maintainer's responsibilityto seeto a package's well­
being,andto decideon its fate. Withina communityof abouta thousandde­
velopers, manydifferent interpretationsof responsibilityare inevitable.Thecore
of theprojectiscarriedbya smallishnumberof developers that takeDebianvery
seriouslyandperformtheirdutieswith thesameamountof careanddevotion(or
evengreater)astheirregularjobs, or truehobbies. Themajorityof Debianproject
memberstreatDebianassecondaryto theirmainlife but dotheirbestto properly
attendto the responsibilitiestheyhavechosen.A numberof peoplehavetaken
ontoomanyresponsibilitiesto beableto properlyaddressthemindividually, anda
fewseemto interpret Debiandeveloperstatusmerelyastheright to ownaDebian
emailaddressandotherwiseneglecttheirresponsibilities.

Suchvarietyexistsin everyvolunteerorganisationof reasonablesize. Debian's
approachto the coordinationof the developers on the paththat the projecthas
chosenis to decentralizeprivileges, asmentionedpreviously. Theopennessand
focusof self­organisationpreventsdeadlocksandguards againststallsinduced
throughnegligencebysingledevelopers.

Debian—a bazaarof cathedrals

Mostpackagesare still maintainedby individualsratherthana groupof people.
In assuch,the Debianprojectcanbedescribedas“a bazaarof cathedrals44.” Al­
thoughDebian'sopennesspreventsmanyof theproblemsdescribedbythecathe­
dral model,not all the issuesare properlyaddressed.Whenpackagemaintenance
ishandledbyanindividualwhoalsomaintainsthejurisdictionoverthepackage,a
situationnot toodifferent fromthedreadedvendorlock­insurfaces. Eventhough
it isalwayspossibleto makesuggestionsor providepatchesviatheBTS(seechap­
ter 10.6),the package's maintenancedependson the singlemaintainer, whichis
neveragoodthing.

A numbermaintainers havetakenthe leadandmovedthe maintenanceof their
packagesto public,collaborativeplatforms, suchasAlioth45 to reducesuchde­
pendencies. Whetherdevelopedentirelycollaborativelyor not,manypackageslist
co­maintainers:developersallowedto providenewversionsof a packagewithout
having�le themasNMUs.

44I readthisdescriptionon IRC,but did not noteits authorat the time. It referencesEricS.Ray­
mond'sde�nitiveaccountof thedynamicsof opensourceprojects42.

45Alioth is Debian's open source developmentcoordination forum, basedon GForge: http://
alioth.debian.org
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2 TheDebianproject in a nutshell

Debian—a meritocracy

Afewtaskdomainswithin theDebianproject,includingtheresponsibilitiesof the
delegatesandof�cers, remainrestrictedto a smallsetof people.Examplesare
themaintenanceof theDebianarchive,themanagementof Debianuseraccounts,
writeaccessto thesecurityarchive,andtheadministrationof Debian's infrastruc­
ture. Eventhougheverydevelopercantheoreticallytakepart in thesetasksand
requestthenecessaryprivileges, in practice,suchpositionsundergoveryfew�uc­
tuations.

Whilethe Debianproject tries to preventthesejobsfrom beingthe domainof
singlepersonsbyencouragingteams, theeffectivenessof suchteamsdependson
theskilllevelsof its members. Certaintasks, suchastheadministrationof Debian
machines, require muchexperiencefrom their caretakers, andindividualslots of
enthusiasmbut little experiencewoulddomoreharmthangood.

Withinthe project,the occupantsof positionswith greaterprivilegesare chosen
on thebasisof theirabilitiesandtheirachievements. Therefore,the formof gov­
ernmentthat comesclosestto theorganisationof theDebianprojectisameritoc­
racy46. To beableto risein theDebianhierarchy, anindividualmusthavedisplayed
competenceandcontributedsigni�cantlyto a domainbeforebeingchosento oc­
cupyapositionwithin thisdomain.

Amongthe mostprominentexampleshere is membershipof the securityteam.
Asthesecurityteam'sworkde�nitelyconstitutesacorecomponentof theDebian
projectandthe stabilityof the Debiansystem,someindividualsconsiderit pres­
tigiousto bepartof thesecurityteam.In lengthyemailstheyexplaintheirgreat
ideasandelaboratetheirpromisesof howtheywouldbeanassetto theteam.Even
thoughthe securityteamis ratherunderstaffed,suchrequestsare not honoured.
Instead,thosepromotedto the securityteamhavemadevaluablecontributions,
helpingthe teamwithoutactuallybeingpartof it. Suchachievementsthenserve
asthebasisfor theteamto evaluatetheindividual'sabilityanddecideonpossible
membershipof theteam.

In discussionsamongDebiandevelopers, theterm“cabal”maycomeupfromtime
to time.Whilemore�ctitious thanareal,thetermcabalrefersto agroupof devel­
operswith elevatedpriviligesorseniorstatuswithintheprojectwherenobodyhas
themembershipdetails. Thetermisusedmostlyjokingly, butmayoccasionallypop
up in criticisms, usuallyhandin handwith anexpresseddesire for more openness
with someof theproject's internalprocesses. It isa contagioustermwhichisbest
avoidedto preventinsultingpeople.Cabalmembers are often saidto beunap­
proachablebyothers; in mostcasesthis issimplya functionof beingapproached
by too manypeopleat once,or of beingoverloadedwith work. Thebestrecipe
to dealwith allegedcabalmembers is to beproactive:makesure youhaveread

46TheMerriam­Websterdictionaryde�nesa meritocracyas“a systemin whichthe talentedare
chosenandmovedaheadonthebasisof theirachievement.”
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2.4 TheDebiancommunity

theavailabledocumentationandprepareconcretequestionsorproposalswhichto
presentto thedevelopers.

Trust amongdevelopers

Until recently, Debianwastheonlyoperatingsystemthat waspurelycommunity­
driven.Whilesomepeopleliketo seeDebianasaninstanceof socialismin action47,
several partsof theprojectandits infrastructure require legalowners, responsible
persons, andproperaccountability. SPIshieldsthe projectfrom muchof the ad­
ministrativeburdenssurroundingan institutionof the sizeasDebian,but many
aspectsremainthat require developers to stepin to takeresponsibilities. Because
mostof thedevelopershavenevermeteachother,exceptonmailinglistsor IRC48,
it seemssurprisingthat vitalpartsof theprojectare laidin thehandsof volunteers
withoutmuchado.

Forinstance,the responsibilityof managingthe Debianinfrastructure,andespe­
ciallythe builddaemonsliessolelyin the handsof individuals. Effectively, these
individualsensure the integrityof theDebianarchive.TheDebianprojectexiststo
maintaintheDebianarchive,andthustheprojectrisesandfallswith thepropriety
of itsdevelopers. Here,too,thesocialdynamicsof opensourceprojects, whichEric
S.Raymonddescribesin hisbook,playanimportantrole.Whenit comesdownto
it, peoplehavelittle incentiveto betrustworthy(ingeneral),andthere isnopro�t
motivein contributingto Debian.However, peopledo workfor more than im­
mediategain,andpraiseandrespectamongstpeersseemto bethemajordriving
forcesbehindopensourceprojects, in thiscasekeepingtheresponsibledevelopers
ontrack.

Similarly, the Debianprojectdoesnot havea structured fundinginfrastructure,
yet a plethora of users donatemoneyto the project. In somecases, registered
organisationshavevolunteered to shoulderthe �nancial administration and to
acceptdonationsfor Debianfor a speci�cpart of the globe.Formostcountries,
however, Debiandoesnot havesuchdedicatedlegalbodiesandbankingfeesfor
internationalmoneytransfersare exorbitant.In thesecases, developersstepin to
�ll thegap.Thesumsof moneywhichthesepeoplehandlefor Debianarerelatively
small,buttherearenoconstraintsorcontracts. If atrusteedecidesto abandonship
andthrowapartywithDebian'sfunds, theDebianprojectwill havelittle onitsside
to prosecutetheoffender49.

47“Everyonebakesacakeandeveryonegetsapiece...” DavorOcelíccomments:“Thepointactually
getsdeeperto a technicalsidetoo,asI seeit. Current computingpoweris too great (anddevelops
too fast),andlifetimeis too importantto anyof us to wastetime reinventingstuff andmakingthe
samemistakesagain.Writingsoftware todayonlypaysoff with a freesoftware license,becauseyou
aregivingit apotentialto last.Thisissimplytheprofessionalismof the`newage'.”

48IRCistheInternetRelayChat,aworldwidechatsystemwhereuserscanmeetin pertinentchan­
nelsfor discussion.Seechapter10.4.3

49Nocaseof suchthieveryhascometo myattentionsinceI joinedtheDebiancommunity.
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2 TheDebianproject in a nutshell

Largepartsof theDebianprojectworkonthebasisof trustalone.At times, thelack
of professionalmanagementhascausedseriousgrief(notbecauseof misappropri­
ation,but ratheraccountability),but mostof the time,the trustmodelhasserved
Debianwell.Aseriousoffenceor abuseof therightsresultsin the immediateand
typicallyirrevocableexpulsionfromthedeveloperteam.Apparently, Debiandevel­
operstatusisenoughof areasonto donoharmto theproject.In addition,Debian
developersare non­anonymous;harmingtheprojectwouldseriouslytarnishtheir
reputationthroughouttheopensourcecommunity. Moreover, giventhevisibility
of opensourcesoftware developmentthroughpopularsearch engines, it is likely
that anymischiefmakestheroundsevenbeyondthecommunity:a previousem­
ployeronceconfrontedmewith instancesof goodandbadconductI hadexhibited
onmailinglistsandexpectedmeto justifymybehaviourorcommendedmeonmy
actions.

Identi�cation

Anonymitydoesnot existwithin theDebiandeveloperteam.Identi�cationof de­
velopers in cyberspaceis handledwith GNUPrivacyGuard (GPG)keys. Debian
developersare freeto signtheirDebian­relatedemailwith a strong,cryptographic
signature (andusers are encouragedto do the same)for importantmatters. Up­
loadsto the Debianarchivemustbeauthenticatedwith a signature bya current
developer, andsignaturesare requiredfor otherorganisationalprocesses, suchas
voting.

GPGkeysarecreatedusingsoftwaresuchasGnuPG, whichisfreelyavailable.It is
importantto realisethat theidentityinformation,suchasnameandemailaddress,
are providedto GnuPGby the user. Asa result,everyonecancreatekeysunder
anyname.To ensure the identityof a prospectivedeveloper, it is thusrequiredto
havea keyapprovedby an existingdeveloperof the Debianproject. Thisveri�­
cationrequirespersonalcontactandtheconsiderationof anof�cial documentof
identi�cation. In chapter2.5.2youcan�nd more informationon the processof
becomingadeveloper.

Whendeveloperssigneachother'skeys, theycreatearelationalnetworkknownas
the“Webof Trust.” Asoneof thelargestgroupsusingdigitalsignaturesconsistently,
Debianformsa largeportionof theglobalWebof Trust.Acompleteanalysisof the
trustbetweenDebiandevelopersisavailableonline50.

Thus, withinDebian,everydeveloper's real­worldidentityisknown.Whilethede­
velopers(andpartsof theremainingusercommunity)usuallyreferto eachotherby
theirnicknames(especiallyonIRC),thedeveloper's full nameispubliclyaccessible
in thedeveloperdatabase51. Thedeveloper'saddressandcontactinformationare
not requiredbutaregenerallyavailable,albeitonlyto otherdevelopersfor privacy

50http://people.debian.org/˜weasel/weboftrust/index.php
51http://db.debian.org
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2.5 Helping the Debianproject

reasons. Experiencehasshownthat realnamesare perceivedof asbeingconsid­
erablymore trustworthythanpseudonyms52, andit is trustuponwhichtheentire
projectisbuilt.

Socialgatherings

SocialgatheringsamongDebiandevelopers are quitecommon.With the helpof
onlineresources51 andmailinglists, userstravellingto anareafrequentlyreachout
to localDebianusers andsetup meetings. Usually, the “excuse”is to signGPG
keys, andthento spendmanyhoursgettingto knoweachother. Furthermore,at
anyLinux­relatedconference,Debianfolkswill get togetherto strengthentheir
personalrelations. JustliketheDebianproject,thesemeetingsare generallyopen
to thepublic,andusers(aswellasotherpeople)arewelcometo join.

Debianmaintainsa rudimentaryGPGkeysigningcoordinationpage53. A better
coordinationplatform,whichalsosupportsthecoordinationof keysigningevents
andexpandsbeyondDebian'sborderisBiglumber54. Theprocedureof keysigningis
detailedon Debian'swebsite55. Forbiggerevents, fully­�edgedprotocolsexistas
well56. Debian'ssigning­partypackageprovidesgpg­key2ps,whichconventiently
convertsthekeyinformationto Postscriptfor printing.

2.5 Helpingthe Debianproject

Usersof theDebiansystemoftenlookfor waysto givebackto theDebiancommu­
nity. TheDebianprojectisopento everyoneandpeoplewillingto helpwill beable
to doso.In manycases, it doesnot matterwhetheracontributorisadeveloperor
not. Accountson colaborativeplatforms, suchasAlioth57 or the DebianConcur­
rentVersionSystem(CVS)repository58, canbeobtainedwithoutdeveloperstatus.
Often,theonlydifferencebetweendevelopersandnon­developers iswhohasthe
�nal burdenof makingthe upload,in additionto otherresponsibilitiesthat take
awaytime.

52A readerof the de.newusers.questionsnewsgrouponceremarkedthat the useof realnamesis
favourableoverpseudonymsasit allowspeopleto concentrateon thepostratherthanto haveto get
engagedin adiscussionoverthesenseor nonsenseof thesenames.

53http://nm.debian.org/gpg.php
54http://www.biglumber.com
55http://www.debian.org/events/keysigning
56http://www.cryptnet.net/fdp/crypto/gpg­party.html
57http://alioth.debian.org
58http://cvs.debian.org
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5.6 Packagemanagementcompared

Youwill �nd thepreferredinterfacefor tasksat theverybottomof aptitude'smain
selectionscreen. Similarto handlingpackages, tasksmaybetreatedassingular
entities, or unfoldedto revealthepackagestheysuggest.If the localsystemis to
becomea SQLserver, youcansimplynavigateto the“SQLserver”taskin aptitude
asshownin �gure 5.10andhit [+]. Subsequently, the selectioncanbemodi�ed.
Forinstance,eventhoughlibecpg4isconsideredpartof atypicalSQLserver, it may
bedeselectedlikeanyotherpackagethroughaptitude's interface.Alternatively, a
usermaychooseto unfoldacertaintaskandinspectthesuggestedsetof packages.
Insteadof installingthetaskasawhole,theusermaythendecideto simplyinstall
onlya few of the packagesthe taskcontains. You will seethat tasksin aptitude
reactjustlikeregularpackages.

It is alsopossibleto de�ne customtasksby droppingtaskdescription�les into
/usr/share/tasksel30. Documentationon howto composetasksis availablein the
README�le installedwith thetaskselpackage31.

5.6 Packagemanagementcompared

It isnot the intentionof thisbookto compare. Nevertheless, astheDebianpack­
agemanagementsystemseemsto bemisconceivedtoo often,it is importantto
establishthe positionof dpkg, APT, & co. within the �eld of automaticpack­
agemanagement.Thedayshavepassedin whichDebian's packagemanagement
wipedthetableclean.Today, variousapproachesexist,eachwith theirownspecial
featuresandannoyingcaveats. Whenpeopletout their favouritepackageman­
agementsystemanddisson the otheravailablesolutions, theyeffectivelyadmit
their own ignoranceof the matter. In fact, it seemsasif packagemanagement
systemsaremoreaquestionof faith.

Packagemanagementseemsto encompassthree aspects:the packageformat
speci�cation,the packagehandler, andthe actualpackagemanager. Manya De­
biansupporterwill claimthat Debianexcelsin all threeof them.WhiletheDebian
packagemanagementtoolshaveundeniablestrengths, theyare not perfect.The
samecanbesaidfor thepackagemanagementsystemsof otherdistributions. Thus,
it istimefor aquickcomparison(withoutgoinginto toomuchdetail).

Thebasisfor packagemanagementis the formatof the package�les themselves,
whichprovidesfor a lot of the functionality. Flamewars ragewith DEBsupporters
slashingRPMfans, andvice versa. A commonbeliefamongDebiansupporters
seemsto bethat the DEBformatis largelysuperiorto RPM,whichissimplyfalse
(andcertainlyoneof the reasonswhyDebian's reputationisnot alwayspositive).
In fact,theRPMformatisactuallymore feature­richthanDEB,but theadditional

30Additionallocationsmaybesupportedin thefuture,seehttp://bugs.debian.org/286170.
31/usr/share/doc/tasksel/README
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5 TheDebianpackagemanagementsystem

featuresare not commonlyput to use32. Nevertheless, in termsof thecapabilities
actuallyput to use,thetwo formatsare justtoosimilarto compare.Thesamealso
holdstrue for comparisonswith othermajorpackageformats, includingpkgsrc,
ports, andeven.ebuilds. Eachformat hasits own advantagesand limitations,
but whenit comesto packagemanagement,the administrativepossibilitiesthey
supportareallmoreor lessequivalent33.

Thesituationwith toolshandlingthe package�les is no different. dpkgandthe
rpm binaryare packageprocessors (aswellasothermanagers for otherformats),
providelargely the samefunctionality(seetable5.5): installationandremoval,
queryinga statusdatabase,anddisplayinginformationextractedfrom package
�les; theycanbetold to overridedependenciesor disregard otherrules, andthey
canlist packagecontentsandassociateinstalled�les with thesourcepackage.In
short,whatcanbedonewith oneis alsopossiblewith the other. Withineachof
the different implementationsof packagemanagement,the boundariesbetween
thecomponentsmayshift.Whatcounts,however, isthenetresultandtheadmin­
istrativeapproachestherespectivetoolsetsenable.Whiledpkgandrpmandtheir
respectivepackageformatsare fundamentallydifferent from e.g.a ports­based
system,thecapabilitiesaremoreor lessthesame.

Table5.5:

Packagehandling

commandsavailable

by dpkgandrpm.

dpkg rpm

dpkg­­info rpm­qpi
dpkg­­contents rpm­qpl

dpkg­­install rpm­i
dpkg­­list rpm­qa

dpkg­­list�les rpm­ql
dpkg­­search rpm­qf

dpkg­­status rpm­qi

dpkg­­remove n/a
dpkg­­purge rpm­E

dpkg­­install ­­for ce­depends rpm­i ­­nodeps
dpkg­­install ­­for ce­overwrite rpm­i ­­replace�les

32A goodexampleof suchfunctionalityis the conceptof RPMpackagetriggers, whichallowa
packageto registeractionsto be takenwhenanotherpackageis manipulatedandthus go beyond
the standard installationscripts. Anotherexampleis that RPMallowsdependenciesto bemetby�les
installedon the local�lesystem.Whilethis practiceis somewhatreminiscentof the dynamiclibrary
handlingwhichgave“dependencyhell”its name,it canbeusefulat times.

33Aqualitativecomparisonisavailableonline:http://www.kitenet.net/˜joey/pkg­comp
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5.6 Packagemanagementcompared

Thethird componentof a packagemanagementsystemis the packagemanager
itself,whichbuildsuponthepackagemanagerandtheformatspeci�cation.Fora
longtime,APTenjoyedunrivaledprecedencein this �eld, but the otherdistribu­
tionshavebeenbusy. Nowadays, toolslikeup2date, yum, urpmi, andemergeare
hardlybehindin theamountof functionalitytheyprovide(seetable5.6),andeven
thoughAPTdoesseemto standout in termsof maturityandrobustness, it will not
belonguntil theothersareviablealternatives.

Thefollowingtableattemptsto list correspondingcommandsof the four major
automaticpackagemanagers. Pleasenotethat thecomparisonisAPT­centric,and
intendedto servemore asa referencethan asan argumentto bashthe other
commands, whichcaneachdothingsthat APTcannot.It thusprimarilyservesas
a mapto helpyoudistinguishbetweenthe different APTcommands. I purposely
do not providea mapof othermanagers' commandsto APTbecauseAPThasall
thefeaturesyouneedfor theDebianWayof packagemanagement.Conceptsand
approachesavailablewith othermanagersbut not supportedbyAPTare unlikely
to beusefulonaDebiansystem.

Table5.6:Packagemanagementcommandsof majorpackagemanagementsystemscompared.

APT yum up2date urpmi

apt­cachesearch yumsearch http://rpm�nd.net urpmq

apt­cacheshow yuminfo http://rpm�nd.net urpmq­i
apt­cacheshowpkg n/a http://rpm�nd.net n/a

apt­cachedepends n/a n/a n/a

apt­cacherdepends n/a n/a n/a
apt­get install yuminstall up2date­i urpmi

apt­get install
­­download­only

yum
­­download­only

up2date­d n/a34

apt­get remove n/a n/a n/a
apt­get remove­­purge yumremove rpm­e urpme

apt­get update n/a n/a urpmi.update­a
apt­get upgrade yumupdate n/a n/a

apt­get dist­upgrade yum­­obsoletes
update

up2date­­update urpmi­­auto­select

apt­get source n/a up2date­­src n/a

apt­get build­dep n/a n/a n/a
apt­�le search yumprovides http://rpm�nd.net urpmf

34urpmq­­sources[. ..] jxargswget
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5 TheDebianpackagemanagementsystem

Lastly, APTis not speci�cto Debian.Aspart of Debian's commitmentto the free
softwarecommunity,APTispubliclyavailableandhasbeenportedto variouspack­
ageformats(mostnotablyRPM).It isalreadyactivelybeingusedbyotherdistribu­
tions, includingMacOSX(Fink)andFedora.

ComparingpackagemanagementsystemsacrossLinuxdistributions, wereachthe
conclusionthat allmajorplayersin the�eld aremeremortals. Butthereismoreto
theDebiansystemthantheaforementionedpackagemanagementutilities. Those
whorankAPTasthetruestrengthof theDebianoperatingsystemarewrong.The
realreasoniswellremovedfromtheuserinterfaces,deepinsidetheDebiansystem,
omnipresent,buthardlynoticeable.

5.7 Powerfrom within: the Debianpolicy

Agroupof musiciansdoesnotmakeanorchestra.If thegoalisasymphony, it does
nothelpif eachdoestheirownthing,orsmallgroupsformto playdifferentpieces.
If theartistsare willing,a little patiencecanleadto acceptableresults, but a true
symphonyrequiresorder. Foranorchestra to successfullyconveythe energyof a
musicalmasterpiece,it requiresindividualskill,a score,a conductor, andendless
hoursof practice.

Introducingthe DebianSymphonicOrchestra

TheDebiansystemisnotunlikeasymphony:themusiciansarethedeveloperswho
prepare numerouspackagesfor installationon the system.If developers simply
createpackagesto theirownliking,synergycannotemerge.Therefore,thedevel­
opers haveagreedon a setof rulesby whichto abide,just likethe members of
anorchestra agreeona score to follow. WithintheDebiansystem,theroleof the
conductoris takenby the packagemanagementtools, which,asshownin chap­
ter 5.3andchapter5.4,observecertainrulesandensure that packagesharmonise.
Therulesaswellasthetoolshavebeenaroundfor years, anddevelopershavehad
ampletimeto practisetheiruse,andto correctproblems.

To continuetheexample,thescore playedbytheDebiandevelopersandobserved
by the packagemanagementtoolsis the Debianpolicy35; without the policy, the
DebiandistributionwouldbeJustAnotherLinux.But it is not. Thepolicyis the
soulof theDebiansystem,it is its throbbingheart,it isthereasonwhyDebiancan
put thesametoolsto betterusethanothers. ThepolicyisDebian'scookbook,with
yearsof scrutinyperfectingeachsinglerecipe.

35http://www.debian.org/doc/debian­policy
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7.2 Security updates

7.2 Securityupdates

Whena securityproblemis foundin a software publishedaspart of the Debian
stable release,the Debiansecurityteamstrivesto releasea securityupdatein
a competetivetime frame. Dependingon the severityof the problem,the team
might independentlyattemptto patchthe software or search for a solutionor a
workaroundin aneffort to providetheDebianuserbasewith anupdateassoonas
possible.If sucha solutioncanbefound,it ismadeavailableto thegeneralpublic
allow others to pro�t from the work of the securityteam. In mostsituations,
however, security�xes are foundin closecooperationwith the software authors
andotheroperatingsystempublishers.

Asa security�x becomesavailable,the updatecanbe quicklyuploadedto the
unstablereleaseandsubsequentlyenjoysprivilegedpropagationinto the testing
archive,usuallytakingno longerthan two days. Nevertheless, the newversion
will not beableto enterthestablereleaseuntil thenextof�cial Debianversionis
published.To accomodatesecurityupdates, the Debiansecurityteamoperatesa
separateAPTarchivefor securityupdatesto software in thestablearchive,hosted
at security.debian.org.

Backportingsecurity�x es

It isoftenthecasethat anupstreamauthor�xes a securityproblemin a newre­
leaseof thesoftwareanddoesnotbotherwithpreviousversions. Afterall,previous
versionsare mostlyconsideredobsoleteandit wouldbea tediousjobfor a devel­
operof aprogrammeora libraryto �x everyversionreleasedwith respectto every
bugdiscovered.Newversionsoftenprovidenewfunctionalityordropoldfeatures,
andit isnot rare for suchupdatesto containmore bugs. Therefore,providingthe
newversionof thesoftwareviathesecurityarchivecouldcausemassiveproblems
onusers'machines;someusersmayrelyonfeaturesthat weredroppedin thenew
release,othersmaybenegativelyaffectedbybugsintroducedwith newfeatures.

Debianstableisstableandnewversionsare not allowedto enterit. Ratherthan
solvingsecurityproblemsbypushing�xed packagesof newerversionsinto these­
curity repository, the securityteamanalysesthe solutionandbackportsit to the
versionavailablein the stablearchive. Thisresultsin a packageproviding�xed
software,withoutaddingor droppingfeatures. To helpavoidabug�xes introduc­
ingnewbugs, �xes arerestrictedto thebareessentialsandcarefullyaudited.

Pleasekeepin mindthat only the stable releasereceivesthis specialtreatment.
Neitherthetestingnortheunstablearchivecontentsare supportedbythesecu­
rity team. If systemsecurityis oneof yourprimaryconcerns, youought to stay
with Debianstable. Alongsimilarlines, onlythemainarchivereceivesfull atten­
tion. Whilepackagesin contrib andnon­freeare not activelyignored,theyare
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7 Security of the Debiansystem

treatedwith alowerprioritythansoftwarein main,evenif abug'sseveritymaybe
greater.

Specialversion numbers

Asa consequenceof Debian's securitypolicy, somesoftware on a Debianstable
systemmayhaveversionnumbersthat suggestavulnerabilityin theinstalledsoft­
ware. Forinstance,libssl0.9.6is subjectto a denialof serviceattack,a problem
whichwas�xed in version0.9.6l6. Nevertheless, the versionavailableon woody
thesedaysis 0.9.6c­2.woody.7,whichappears to bean olderversionthan 0.9.6l,
andthusmightalertthecarefuladministratorthat thevulnerabilitypersists. Inves­
tigatingthechangelog.Debian.gz�le revealsthatapriorrelease,0.9.6c­2.woody.5,
hasdealtwith theproblem:

openssl (0.9.6c-2.woody.5) stable-security; urgency=high

* Non-maintainer upload by the Security Team
* Apply upstream patch to fix NULL pointer dereference in

do_change_cipher_spec (CAN-2004-0079)

[...]

Youshouldthereforeneverrelyontheversionnumberswhenassessingthevulner­
abilityof installedsoftware ona stablesystem.Generally, a versionnumbersuf�x
suchas.woody.5 suggeststhe in�uenceof the securityteam,andthusthe pres­
enceof out­of­linesecurityupdatesWhenwoodybecamestable, opensslwasat
0.9.6c­2,sothesecurityteamappendedthecodenameandanincrementalcounter
for eachsecurityupdate(seechapter5.7.5).Thechangelog.Debian.gz�le, which
everypackageprovidesunder/usr/share/doc/< package> will helpto resolveany
ambiguities.

TheDebiansecurityarchive

Securityupdatesare publishedin the Debiansecurityarchive,whichis separate
fromthe of�cial Debianarchivewith thestablereleaseamongotherthings. Up­
datescanbefetchedandinstalledfromthisarchivein oneof twoways, depending
onyourneeds.

Manualveri�cation and installationof updates

If youhavehigh securityrequirements, the bestwayof obtainingandinstalling
the �xes is to downloadthemmanuallyfrom the locationsspeci�edin the DSA

6http://www.debian.org/security/2004/dsa­465
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7.2 Security updates

announcingthe �xed packages. Foreach�le, the announcementspeci�esthe
MD5checksumandsize.Priorto installation,thedownloaded�le mustbeveri�ed
againstthisdata.Theannouncementitselfiscryptographicallysignedbyamember
of thetheDebiansecurityteamto verifythedata's integrity.

Forinstance,DSA588containedthefollowinglinkfor thei386architecture:

[...]

http://security.debian.org/pool/updates/main/g/gzi p/gzip_1 .3.2-3wo ody3_i38 6.deb

Size/MD5 checksum: 62076 536b666d29bcc648a1f105b3e5ef0708

[...]

Theprocedure for verifyingandinstallingthe�le isasfollows:

˜$ cd /tmp
˜$ wget http://security.debian.org/[...]/gzip/gzip_1. 3.2-3woo dy3_i38 6.deb
˜$ wc -c gzip_1.3.2-3woody3_i386.deb
62076 gzip_1.3.2-3woody3_i386.deb
˜$ md5sum gzip_1.3.2-3woody3_i386.deb
536b666d29bcc648a1f105b3e5ef0708 gzip_1.3.2-3woody3_i386.deb

If the sizeandchecksumverifycorrectly, the packagecanbeinstalledwith dpkg
(seechapter5.3.2).

Themanualmethodof installationandveri�cationisexpectedto becomeobsolete
with theintroductionof APT0.6(seechapter7.5.2).

Automaticsecurityupdateswith APT

If yoursecurityrequirementsare not sostrict,youmightprefert themore conve­
nientapproachof havingAPTautomaticallydownloadandinstalltheseupdates.
Obviously, thisreliesonyoucheckingfor andinstallingupdatesona regularbasis
(orwith automatictools, seechapter5.11.4).

To enableAPTto installpackagesfromthisarchive,the followingrepositorymust
beaddedto /etc/apt/sources.list. Insteadof thecanonicalnamestable, youmay
wantto hardcodethecurrentreleasein itsplace,asshownin thecommentedline.
Seechapter4 for more informationonthisdistinction.

deb http://security.debian.org sarge/updates main contrib non-free

Contrary to somerumours, the securityteamtreatsall Debianarchitectures(see
chapter4.5)equally. Therefore,securityupdatesare availablefor all Debianarchi­
tecturesat roughlythesametime.TheDebianbuildinfrastructureprovidesspecial,
prioritisedhandlingof security­relatedpackageupdates.

Thesecurityarchiveisnot of�cially mirrored,althoughunof�cial mirrors existon
variousservers. Instead,theDebiansecurityserversaredesignedto handlemassive
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7 Security of the Debiansystem

quantitiesof requests7. Asecurityupdatemustbeavailableto all usersat theear­
liestpossiblemoment.TheDebianmirrorsuseapullstrategyto staysynchronised,
andanupdatemaytakeup to 24 hours to propagateto the primaryservers, and
evenlongerto makeit to thesecondarymirrors. Debiansecurityupdatesarecritical
updateswhichmustbemadeavailableat theearliestpossiblemoment.Therefore,
themirror propagationtimescannotbetoleratedandsecurityupdatesare served
fromasinglelocation.Unof�cialmirrorsof thesecurityarchiveexistnevertheless.

With theabovetwo linesin /etc/apt/sources.list, keepinga Debiansystemsecure
isaseasyas

˜# apt-get update && apt-get --show-upgraded upgrade

The­­show­upgradedoptionisnot necessarybutgoodpractice.It will causeAPT
to displaya list of thingsit plansto do,andaskthe administrator whetherit is
okayto proceed.In fact,I suggestyoumakeAPTusethis�ag bydefaultbyadding
APT::Get::Show­Upgradedtrue to /etc/apt/apt.conf(seechapter5.4.2).

7.3 Securityout of the box

Debiandoesnot try to beassecureaspossible(likee.g.theOpenBSDproject).In­
stead,theDebianoperatingsystemconstitutesa balancebetweeneaseof admin­
istration andsecurity. Nevertheless, Debianis secure enoughfor mostpurposes,
andits administrativeparadigmsmakeit evenmoreapplicablein situationswhere
thesecurityof asystemisanimportantfactor.

Asthe software distributedwith the operatingsystemcomesmostlyfrom exter­
nal sources, a Debiansystemcanonlyeverbeassecure asthe weakestsoftware
componentinstalled.With this in mind,it is easyto appreciatethe signi�cance
of a properinstallationof a Debiansystem(seechapter3.2).Ratherthan trying
to installeverythingthe usercouldpossiblyeverwant,the ideabehindinstalling
a Debiansystemisto installa minimalsystemwith respectto therequirementsit
shouldaddress. There isnoreasonto runagraphicalenvironmentonawebserver,
anda mail serverdoesnot needto provideDNSservices. Bykeepingthe num­
berof installedpackageslow, administrators caneffectivelylessenthe chanceof
a securityproblemaffectingthe system.Asshownpreviously(chapter5.7.3),the
dependenciesdeclaredbyDebianpackagesare chosenin that spiritandonlypull
in packagesthat areabsolutelyrequired.

7Since the arson at the University of Twente, which destroyed Debian's security server
(http://lists.debian.org/debian­devel­announce/2002/11/msg00009.html), a more redundantsetup
hasbeenput in place
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