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Introduction

My�r st reactionto Linux?Thisde�esall logic.
—IanMurdock

TheDebianGNU/Linuxoperatingsystemis a fully­featuredoperatingsystemfor
servers, workstations, and homedesktopmachinesalike. It can serveup web
pages, relayemail,providea databasebackendand�le­sharingservices, authen­
ticateusers, �r ewallandmonitornetworks, control appliancesandpowerembed­
deddevices. Debiancanalsoact asa workstationor desktopmachine,allowing
users to browsethe Internet,readandwrite emails, authordocuments, calculate
spreadsheets, edit images, viewmultimediacontent,playgames, write software,
or manageschedules, contactsandotherpersonalinformation.Whenit comesto
Debian(orGNU/Linuxin general),thequestionisusually“howis it done?”,rather
than“canit bedone?”. Thus, the Debiansystemconstitutesanexcellentbasisfor
mosttasks.
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1 Introduction

Thebroadrangeof possibleDebianGNUapplicationsis an importantpartof De­
bian's undampedgrowth1. Another, perhapsevenmore importantreasonfor the
successof the Debiansystem,is the stabilityof its software packagesalongwith
the robustnessof its administrativetools, andinvaluableoverall reliability. Fur­
thermore,Debian's supportfor elevendifferent processorarchitecturesallowsfor
uni�ed administrationacrossthevariousplatformsthathavebecomepopularover
theyears.

TheDebiansystemowesmuchof its powerto numerousfreesoftware projects
andmovements, mostnotablyGNUandLinux.Debianusesthe Linuxkernel,so
anythingthat ispossiblewith Linuxitselfispossiblewith DebianGNUaswell.Over
15000Debianpackagesare availablefor straightforward installation,offeringa
greatdealof functionalitywithouttheburdenof manuallysatisfyingdependencies,
compilingsourcecode,settingup initial con�gurations, andkeepingprogrammes
upto date.Andthenagain,if youdohaveto compilea tool,library, or application
manually,don'tworry;Debianwill giveyouall thetools, andthenkeepoutof your
way. Thisisperhapsoneof themostimportantpointsaboutDebian:it is there to
assistyou,andit is quitesuccessfulin beingquietunlessexplicitlycalledfor. In
otherwords, youcontrol thesystem,andnot theotherwayaround.

Debianpackagemaintainerstry to keepthepackagedsoftwareasidenticalaspos­
sibleto theoriginal,upstreamsource.Insteadof introducingmajorchanges, they
makesure their packagingworkadheresto a strict setof rulesdesignedto al­
low thousandsof Debianpackagesto form a truly integratedsystem,ratherthan
merelycoexistingsidebyside,hopingtheydonot get in eachother'sway. There­
fore, whenyou installof�cial Debianpackages, you installthe originalsoftware
that neatlyslotsinto thesystem,ratherthanjustworkingwhenusedin a certain
wayor speci�cenvironment.

Whenmodi�cationsdonebyDebianare not Debian­speci�c(andthis isoftenthe
case),they are usuallymergedwith the originalupstreamcode,improving the
software andsuccessfullykeepingDebian­speci�cdifferencesminimal.Eventools
developedspeci�callyfor Debianare availablefor the publicandoften �nd their
wayinto otherdistributions. TheDebianprojecthasa strongcommitmentto the
freesoftwarecommunityandmakesall itsworkavailablefor thebene�tof others,
justasit usestheproduceof othersfor its owngood.

TheDebiancommunityis a communityof volunteers. Debiandevelopers do not
receivedirect �nancial compensationfrom the project. Nevertheless, the philos­
ophyandtechnicalmeritsof Debianhavealwaysattractedprofessionalsfromall
overtheworldwhobringproblem­solvingpro�ciencyto a varietyof areaswithin
the Debianproject.EveryDebiandeveloperhasto displaya commonconception
of ethicsandanacceptablelevelof Debian­speci�cskillsbeforebeingof�cially ac­
cepted.Asvolunteers, thesepeopleare thenfreeto approachanychallengesof
personalinterest,whileworkingonthesameintegratedsystem.

1Netcraft determinedDebianto be the fastestgrowing Linuxdistributionin 2003and 2004:
http://news.netcraft.com/archives/2004/01/28/debian_fastest_growing_linux_distribution.html
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1.1 About this book

Computerusers haveneedstoday and Debianful�lls theseneedssuccessfully
whileencouragingtheir implementationin a formalandsustainablemanner. De­
bianmaynot beuniversallyapplicable,but stabilityandmaturityare its keywords.
Assumingthat thesere�ect auser'sprimaryneeds, therestisnegotiable.

1.1 About this book

Packagesin the Debianarchivecontaina varietyof freesoftware, rangingfrom
standard toolsto amazingutilities. TheDebian­speci�ctools, whichwill beour
primaryfocus, form a majorsubset.Thisbookuncovers thosetools, explainsthe
underlyingconcepts, andhighlightspotentialpitfallsor shortcomings. It explains
how the toolsshouldbeused,andhow they interoperate to offer a robustand
consistentmeansof administeringandmaintainingDebianinstallations. I will be
focusingonthepopularx86architecture.However, sincethefunctionalityandfeel
of theDebiansystemismostlyequivalentacrossall supportedarchitectures(with
thenotableexceptionof installationandbootprocesses),thex86­speci�cpartsof
thisbookareminimal.

ThisbookdoesnotcoverLinuxin general,nordoesit coverspeci�csystemadmin­
istrationaspects2. It waswrittento bethesourceof knowledgeabouttheDebian
systemanditsspeci�cs.

Thisbookis intendedto beobjective.Debianmaybetheperfectoperatingsystem
for some,but that doesnot makeit idealfor everyone.Advocatingtheuseof De­
bianisa goodthing,andeveryadditionaluserisa signi�cantgainto theproject.
Butnothingisgainedif newcomersgiveupafterpainfullydiscoveringthat Debian
doesnot meettheirneedsor expectations. Polemicpraiseof the “universaloper­
atingsystem”isnot whatprospectiveusers needor want; informationshouldbe
basedonfacts, not onadvertisements.

Thegoalof thisbookisnot to beapamphletaboutDebian.Instead,it presentsthe
Debianapproachto varioussystemadministration tasksandpointsout common
mythsandfactoids. It highlightsthosepointsthat makea Debianadministrator's
life easyandenjoyable,aswellasthosethat causeheadachesandthe occasional
�t of ravingmadness. All in all,however, the bookprimarilyservesasa platform
for theDebiansystemto speakfor itself.It givesyoutheplainfacts, allowingyou
to comparethemwith yourexpectationsandeitherembraceDebianGNU,ormove
on.InappendixB,youwill �nd asummaryandmorehelpin makingthisimportant
decisionwith itsmanypracticalimplications.

2If you are lookingfor referenceson thesetopics, I can recommendO'Reilly's RunningLinux,
4th edition,written by Matt Welshet al.. MachteltGarrelsalsoprovidesa goodonlinehands­on
guideat http://www.tldp.org/LDP/intro­linux/html. Finally, thedocumentationcompiledbyTheLinux
DocumentationProject (http://www.tldp.org) is a helpfuland indispensablereference. Finally, Evi
Nemethet al. havewritten the excellentLinux Administration Handbookandthe fantasticUnix
SystemAdministration Handbook, targetedspeci�callyat systemadministratorsprovidingservicesto
users(http://www.admin.com).
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1 Introduction

Writinga bookaboutDebianis not easywhenyouare involvedwith the project.
WheneverI founda problem,I tendedto �x (orat leastreport)it insteadof doc­
umentingworkarounds. Sincethe inceptionof this book,I have�led 354bugs
againstDebianpackages, �xed 68,exchangedabout5500emailsontopicsrelated
to thebookandspentcountlesshourson IRC.Undoubtedly, thebookwouldhave
beencompletedmuchfasterif I hadsimplyacceptedthe problems. Asit stands,
however, I feelthat boththebookandtheproject,havebene�tedfromtheproce­
dure I followed,whichcannot besaidfor mypeaceof mind.

1.2 Target audience

Thisbookis targetedat peoplefamiliarwith Unixwhoare lookingto understand
whatmakesDebiandifferent,andhowto bestput Debian's paradigmsandtools
to use.It is intendedto bea referencefor the Debiansystem,aswellasa guide
for thosethat wantto gofurtherwith thesystem.Itstargetaudienceisbroadand
canberoughlyclassi�edinto four groups, whichare discussedin the following
sections.

1.2.1 TheLinux administrator

Astheidealreaderof thisbook,youpossessknow­howin twomainareas. First,you
will haveprofoundknowledgeof theLinuxkernel,theGNUuserlandutilities, anda
generalunderstandingof theUnixoperatingsystemaswellasthePortableOperat­
ingSystemfor Unix(POSIX)standards. Second,youwill havepracticalexperience
of multiusersystemadministration.Youwill havedevelopedanunderstandingof
the scopeof dailyadministration tasksandideallywritten manyscriptsto facil­
itate the numerousaspectsof yourjob. Whileit doesnot hurt to knowthe do's
anddont'sof systemadministration,thebookconcentratesmore on theeffective
managementof stableandsecureproductionsystemsoverlongperiodsof time.

You will �nd in this bookan enticingintroductionto the DebianWayof system
administrationandmanagement.It offersacomprehensiveandobjectiveoverview
of thestrengthsandweaknessesof Debianandservesasabasisfor migratingfrom
anotherLinuxdistributionto DebianGNU.

1.2.2 TheUnix administrator

If youare anadministratorof anotherUnixoperatingsystem,suchasBSDor So­
laris, youwill want to readthis bookalongwith a GNU/Linux3 referencemanual.
ThebookisbasedonDebianusingLinuxasthekernel.Debianhasbeenportedto

3Seefootnoteonp.19.
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1.2 Target audience

otherkernels, but theseportsare not yet asmature asthe Linux­baseddistribu­
tion.Nevertheless, agreatnumberof skilledandambitiousdevelopersareworking
hard to bringtheseportsupto par,andeveryadditionaluserreadyto helpoutcan
speeduptheprocess.

If youare readyto moveto the Linuxkernel,or wouldliketo continuepro�ting
fromyourexperienceof the BSDkernelswhileenteringthe worldof Debian,you
mayconsideryourselfanidealreader. Debianactsandfeelsprettymuchthesame,
nomatterwhatthekernelor architecturemaybe(seechapter4.5).

1.2.3 TheDebianuser

If youare alreadyrunningDebianGNU/Linux,youcanstill pro�t from this book.
Thesophisticationof theDebiansystemkeepsa systemrunningwith minimalef­
fort, andthemaintenanceof a single­userworkstationdoesnot require in­depth
knowledgeof theadvancedconceptsandintricaciesof DebianGNU/Linux.Never­
theless, sooneror laternewrequirementsare likelyto surface,andthismeansthe
Debianuserlearningmoreaboutthesystemandenhancingit to handlenewtasks,
or improvethe handlingof old tasks. Theneedmayariseto giveout accountsto
familyandfriendsto let themexperiencethe freedomof a Linuxsystem.Oryou
mayat onepointconsiderturningyourknowledgeandenthusiasmfor thesystem
into moneyby enteringthe commercialworld,assistedby the operatingsystem.
Lastly, youmaydiscoverthat yousimplylikeplayingaroundwith Debianandgeta
kickfromitselegantmethods,whetheryouneedthemor not4.

If thissoundslikeyou,thisbookwill mainlygiveyouthemotivationsof thevarious
Debianapproaches, aswellasshowingyousomeutilitiesandparadigmsthat you
maynotyethaveencountered.Unlessyouarecon�dentof,ornot fullydependent
on,yourproductionmachine,I wouldrecommendtestingmostof the stuff you
readon the followingpageson a freshinstallation,or within a chroot install(see
chapter8.3.1).Whenyouhaveunderstoodandmasteredeachmethod,youcan
port it to yourmainsystem,if yousodesire.

Shamelessplug:whilethinkingaboutthetargetaudienceof thisbook,it occurred
to methat I wouldnot haveboughtit if I hadseenit ontheshelf.WhenI started
writing,I consideredmyselfan advancedDebianuserandwell­verseddeveloper,
who wouldnot learnmuchfrom a printedDebianreference.I waswrong. AsI
put togetherthe informationthat now�lls thesepages, I learntaboutideasand
techniquesthat I hadnot previouslynot dreamtof; researchingthedepthsof the
Debiansystemopenedupwholenewperspectivesto me,someof whichhavesince
revolutionisedthe wayI workwith the Debiansystem.If yourinvolvementwith
Debianisanythingmorethanchance,thisbookisfor you.

4I havealwaysbeenlikethat.
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1 Introduction

1.2.4 TheLinux apprentice

Thisbookassumesagoodknowledgeof theLinuxoperatingsystem.Consequently,
users newto Linuxshouldprobablylookelsewhere for the basics. Nevertheless,
alongwith agoodintroductoryLinuxreference2, someenthusiasm,andquiteabit
of freetime,this bookcanfacilitatea clean,bottom­upstart into Linuxsystem
administration.

Thissaid,Debianmaynot bethebestchoicefor your�r st stepsin theLinuxworld.
If youare choosingLinuxbecauseyouhavehadenoughandwantto authoryour
documents, composemessages, andbrowsethe Webona stable,secure,andfree
operating systemfrom now on, thenyou maywant to consideroneof the De­
bianderivatives(seeappendixA.2)or a different distributionat �r st. Theseare
frequentlyoptimisedfor speci�capplicationsor targeta speci�cuserbase,which
makesthembesimplerto learn.Forinstance,several Debian­baseddistributions
providesimpli�edinstallers (orneednot beinstalledat all),or providea standard
selectionof commondesktopprogrammes, allowingyouto get to workimmedi­
atelywithouthavingto �nd out howto get there �r st. Thesedistributionsdonot
needto handlethe broadsetof applicationsthat Debiansupportsandcanthus
do with less�exibility (andcomplexity).Onceyouhavelearntto walkwith one
of these,youcanalwayscomebackto Debianfor its maintainability(oranyother
reason).

If youreallywantto jumpin at thedeependandhopright on theDebianband­
wagon,then,byall means, goright ahead.Youwill �nd a welcomingcommunity
anda helpfulcrowd,but beaware that youwill probablybein for a hard timeat
�r st. If thecomputeryouplanto usefor yourlearningexperiencealsoservesyour
productivity, makesure youknowwhat youare doing. Foryourexperiments, it
mightbewiseto investa smallamountof moneyin anothermachine,networked
to yourmainmachine.Hardware is cheap,andyourmaincomputerwill almost
certainlybecapableof sharingInternetaccesswith the hostson yourlocalnet­
work. Thisallowsyou to restrictuseof your productionmachineto important
work.Andshoulda problemon theDebianmachinepreventnetworkaccess, you
canstill useyourmainmachineto seekhelpfromthecommunity.

1.3 How to usethis book

Theamountof informationandknowledgeyoucanextract fromthisbooklargely
dependson how youuseit. To harvestits full power, youwill needaccessto a
machineon whichyoucaninstallDebianandideallyexperimentto yourheart's
contentwithoutfearingtheobliterationof yourdataor thelossof yourcomputer
system.DecliningcomputerpricesandLinux'minimalsystemrequirementsmake
thisall theeasier;youcaninstallDebianona PentiumII with 64MbRAMfor this
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1.3 How to usethis book

purpose,or evena muchlesspowerfulmachine.If this is not possible,thenyou
candowith anyLinux­basedmachine,but youneedroot access. Youcanusethe
installationwalkthroughin chapter8.3.1to setupa workingsandboxin whichto
experiment.

Besidesreadingthis book,try out everythingyouseeandreadon your labma­
chine.Addyourownexperimentsto theonesin thisbook.Try out everythingthat
comesto yourmind. If youhosethe machine,just installit again,or setup an
installationin asubdirectoryof yourlocalhard disk(chroot). If theworst comesto
the worst, youcanrestore yourlabmachinebycopyingthe untouchedsnapshot
overthehosedversionfromthehostsystem.I will explainhowto dothat in chap­
ter8.3.1.Also,thereispbuilderto automaticallymanageanenvironmentin which
youbasicallycannotbreakanything(seechapter9.6).

In additionto playingaroundandexperimentingaway, you shouldtry to read
asmuchasyoucanaboutthe conceptsintroduced.EveryDebiansystemcomes
withaplethoraof documentationandinformationabouttheavailableutilities(see
chapter10).Inaddition,theInternetisfull of usefultidbits(chapter10.2listssome
startingpoints),andoneof Debian's core strengthsis its mailinglists. It is highly
advisableto join debian­userandto startreadingrandompostsaswell asposts
of interestevenbefore youget startedwith this book.Thebestadviceis not to
hesitateto writebackto the list if youknow(orthinkyouknow)theanswer, or if
youcanoffervaluableinput.Chapter10.4.1will pickupthistopicin greaterdetail.

If youuseDebianpartlyfor thefun (i.e.if youlikeplayingaroundwith yoursystem
ratherthan doingactualwork5), then you maywant to stopby the next �ea­
marketor checkyourneighborhoodfor oldmachinesandsavethemfromhitting
the junkyard. SunMicrosystem's slogan“thenetworkis the computer”holdsfor
Unixin general,andthusfor Debianaswell.Youcanhavealot of funwith asingle
machine;youcanhaveexponentiallymore fun with a homenetwork,andyoudo
not needfancyequipmentfor that.

Finally, it is a goodideato takenotesduringyourexperimentation.First, it is a
goodpracticeto get into, asa meticulouslykeptlog bookcanbethe difference
betweendatalossanddatarescue.Second,it will bealmostimpossibleto remem­
bereverythingyoulearnduringthe �r st few monthsof yourDebianexperience.
Insteadof havingto research the sametopicstimeandtimeagain,it is usefulto
beableto referto yourownnotes. I foundWikis6 to beincrediblyhelpfulfor this
sortof notetaking.

5Thoseof youwhobelievein telekinesis, raisemyhand!
6A Wikiis a colaborativewebpagethat canbeeditedbyeveryone,eventhoughaccesscontrols

canbeput in placeto allowfor closed­groupuse.Pleasereferto http://en.wikipedia.org/wiki/Wikifor
moreinformation.
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1 Introduction

1.4 Finalnotes

1.4.1 Conventions

Sourcecodeandshellinteractionsquotedin thisbookfollowa standard conven­
tion andshouldbeeasyto understand.At times, screenoutputhasbeensimpli�ed
for brevityandclarity, sopleasedonot try to matchit characterbycharacter.

Shellscriptsuse/bin/bashfor interpretation,ratherthan /bin/sh (whichis only
usedin afewsimplecases).Themainreasonsfor thischoiceareclarityandconve­
nience,asbashsupportssomeusefulconstructsthatstandard POSIXshellsdonot,
andthusremovestheneedfor complexworkarounds. Asbashisinstalledonevery
Debiansystem,it seemssensibleto makeuseof it.

I assumea freshdirectoryfor eachexample,whichisdenotedwith thetilde(˜).In
betweenapproachesandtopics, I assumethe directoryto automagically7 empty
itself.

Filecontentsareusuallyshownaspartof thecorrespondingcatorgrep(orsimilar)
invocation.Thisestablishesthecontextandallowsyouto understandandusethe
exampleswithouthavingto parsethetext for the�le data.

1.4.2 Keepingup to date

Debian'sopendevelopmentcycleputsthesysteminto a stateof continuous�ux.
Whilemosttoolscoveredin thisbookhavebeenaroundfor quitesomewhileand
areunlikelyto change(withtheexceptionof minordetails),there isnoguarantee.
Softwareproblemsarereportedand�xed everyday, andwhileI havetakencare to
introducethe latestDebiandevelopments, by the timethis bookis printed,some
of theconceptsmaynotbeentirelystateof theart.Thissaid,theusageparadigms
of almostall the toolsmentionedin this bookwere establisheda whilebackand
are unlikelyto change.AsDebian�xes bugsandaddsnewfeatures, thisbookwill
continueto holdtrue.

Inafast­pacedprojectsuchasDebianchangeswill happen,in facttheyareagood
thing,andof courseI cannotpredictthe future. I will keepa list of changesat
http://debiansystem.info/
changesto complementthebookandkeepyouupto pacewith theDebiansystem.
I alsodonot anticipatethisbookto beerror­free.WheneverI �nd mistakes, I will
publishthemat http://debiansystem.info/errata. If you�nd anerror oranunclar­
ity, I wouldreallyappreciateyourfeedbackviaemailto errata@debianbook.info.

7“Automatically, with a touchof magic.”
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1.5 About the author

1.4.3 An urgent pleafor feedback

Thebookyouareholdingin yourhandshascompletelyoccupiedmylife for almost
a year. Asa result,it is oneof themostcomprehensivereferencesfor theDebian
systemandthe communitysurroundingit. It wouldnot havebeenpossibleto
put togetherall the facts, data,andtidbitsyou�nd here without the activehelp
of manymembersof thecommunity, answeringmyquestions, providingvaluable
additionalinformation,andlettingmeknowaboutchangesI hadnot immediately
noticed.

It is my goal to keepthis bookasup to dateaspossiblefor future editions. I
thereforerelyonyourhelp.Inadditionto spottingerrors, I askyouto dropmealine
wheneveryounotea developmentthat youdeemrelevantto thecontentsof this
book. I havereservedthe feedback@debianbook.infoaddressfor this purpose.
Thankyouverymuchin advance!

1.5 About the author

I promiseto keepthis short,but let meintroducemyself.I ama PhDstudentat
the Arti�cial IntelligenceLaboratoryof the University of Zurich,Switzerland,re­
searchingneurobiologicallyinspiredmodelsof learningin robots. I amalsoactively
involvedwith RobotCub8, an internationalendeavourto developanopensource
roboticsresearchplatform.Toearnmyliving,I workfor theMunich­basedAERAsec
GmbH9, teachingnetworksecurityandprivacyprotectionto professionalsystem
administrators.

Linuxhasbeenanintegral partof mylife eversince1995,andI hadmy�r st en­
counterwith Debianin 1997,albeitratherpassively. Eversincethen,my interest
in theprojectanditsoperatingsystemhasgrownexponentially. I becameadevel­
operin 2002,afterspendingat leastthreeyears �elding supportquestionson the
debian­usermailinglist,representingDebianat fairs, and�xing bugs.

MyrolewithinDebianisthatof asimpledeveloperwith specialinterestin security,
support,qualityassurance,andpublicrepresentationof Debian.I havetriedhard
to concentrateon my real life andreducethe time I spendon Debian,but have
alwaysfoundsomethingto do for the project to keepmefrom workingon my
thesis. Thisbookisperfectproof of mylackof discipline.I hopeyouwill enjoyit.

I offer professionalconsultancyservicesfor Debianandopensourcedeployment
with a strongfocusonsecurityandintegration.I ambasedin Zurich,Switzerland
but would travelwithin EuropeandAsia. My ratesdependon the projectand
its duration. I will donateup to a �fth of all pro�ts to the Debianprojectand

8http://www.robotcub.org
9http://www.aerasec.de
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1 Introduction

other relatedopensource projects. If you are interested,pleasewrite to meat
madduck@debian.org.
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