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Intr oduction

My r streactiorto Linux?Thigde esalllogic.
—lanMurdock

TheDebianGNU/Linurperting systenis a fully-featued opeating systenfor
serves, workstationsand homedesktopmachineslike. It can serveup web
pagesrelayemail providea databaséackendnd le-sharingservicesauthen-
ticateuses, r ewallandmonitornetworkscontiol applianceandpowerembed-
deddevicesDebiarcanalsoact asa workstatioror desktopmachineallowing
uses to browsethe Internetreadandwrite emailsauthordocumentsalculate
speadsheet®ditimagesviewmultimediacontent,play gameswrite softwae,
or manageschedulesontactsaandotherpesonalinformation Whenit comego
Debiar{or GNU/Linuin geneal),the questioris usually‘howis it done?"rather
than“canit bedone? "Thusthe Debiarsystentonstitutesnexcellenbasidor
mosttasks
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1 Introduction

Thebradrangeof possibl®ebiarGNUapplicationgs animportantpart of De-
bians undampegrowth!. Anotherperhapsvenmore importantreasorfor the
successef the Debiarsystemis the stabilityof its softwae packagealongwith
the robustnessf its administative tools andinvaluableoveall reliability Fur-
thermoe, Debiars supportfor eleverdifferent processoarchitectuesallowsfor
uni ed administationaciossthe variouplatformshat havebecomg@opulaover
theyeas

TheDebiarsystemowesmuchof its powerto numeousfree softwae projects
and movementsnostnotablyGNUand Linux. Debiaruseghe Linuxkernel so
anythinghatispossiblevith Linuxtselfis possiblevith DebiartGNUaswell. Over
15000 Debiarpackageare availabldor straightforwad installationofferinga
greatdealof functionalitywithoutthebudenof manuallatisfyinglependencigs
compilingsoucecode settingup initial con gurations andkeepingprogmammes
upto date.Andthenagainjf youdohaveto compileatool,library or application
manuallydon'tworry;Debiamwill giveyouallthetools andthenkeepout of your
way Thids perhap®neof the mostimportantpointsaboutDebianit isthere to
assistyou,andit is quite successfuih beingquietunlessexplicitlycalledfor. In
otherwords youcontiol the systemandnot the otherwayaround.

Debiampackagenaintainestry to keephe packagedoftwae asidenticabspos-
sibleto the originalupsteamsouce. Insteadf introducingmajorchangeghey
makesue their packagingvork adheesto a strict setof rulesdesignedo al-
low thousandef Debiarpackaget form a truly integatedsystemratherthan
meely coexistingideby side hopingtheydo not getin eachothers way Thee-
fore, whenyouinstallof cial Debianpackagesgouinstallthe originalsoftwae
that neatlyslotsinto the systemratherthanjustworkingwhenusedn a certain
wayor speci cenvionment.

Whenmodi cationsdoneby Debiarare not Debian-speci andthisis oftenthe
case)they are usuallymegedwith the originalupsteamcode,impoving the
softwae andsuccessfullkeepinddebian-speci diffeencesninimal Evertools
developedpeci callyfor Debiarare availabldor the publicandoften nd their
wayinto otherdistributionsTheDebiarprojecthasa stong commitmento the
freesoftwae communityandmakesll its workavailabldéor the bene tof othes,
justasit useghe produceof othesfor its owngood.

TheDebiarcommunityis a communityof voluntees Debiardeveloperdo not
receivadirect nancial compensatiofrom the project. Neverthelesthe philos-
ophyandtechnicameritsof Debiarhavealwaysattractedprofessionalom all
overthe worldwhobringproblem-solvingro ciencyto a varietyof atreaswithin
the Debiarproject. EveryDebiardevelopehasto displaya commorconception
of ethicsandanacceptablivelof Debian-speci skillshefoe beingof cially ac-
cepted.Asvoluntees, thesepeopleare thenfreeto appoachanychallengesf
pesonalnterest,whileworkingonthe samentegatedsystem.

INetcaft determinedebianto be the fastestgrowing Linuxdistributionin 2003 and 2004:
http://news.netaaft.com/achives/2004/01/28/debian_fastestowmg_linux_distribution.html
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1.1 About this book

Computemuses haveneedstoday and Debianful lls theseneedssuccessfully
whileencouagingtheirimplementatioin a formalandsustainablenannerDe-
bianmaynot beunivesallyapplicabldyut stabilityandmaturityare its keywoas
Assuminghat thesere ect ausers primaryneedsthe restisnegotiable.

1.1 Aboutthis book

Package# the Debiararchivecontaina varietyof free softwae, rangingfrom
standad toolsto amazingutilities TheDebian-speci tools whichwill be our
primaryfocus form a majorsubset.Thisbookuncoves thosetools explainghe
underlyingsonceptsandhighlightspotentialpitfallsor shortcomingdt explains
how the tools shouldbe used,and how they interopeate to offer a robustand
consistenmeanf administeringndmaintainingDebiarinstallationsl will be
focusingpnthepopulaxx86architectue. Howevesincahefunctionalityandfeel
of the Debiarsystenis mostlyequivalenaciossall supportedirchitectues(with
the notableexceptionf installatiorandbootprocesseghe x86-speci cpartsof
thisbookare minimal.

Thisbookdoesot coverLinuxin geneal,nordoest coverspeci csystenadmin-
istrationaspects It waswrittento bethe souceof knowledgaboutthe Debian
systenandits speci cs

Thisbookisintendedo beobjectiveDebiammaybethe perfectopeatingsystem
for somebut that doesnot maket idealfor everyoneAdvocatinghe useof De-

bianis a goodthing,andeveryadditionalseris a signi cantgainto the project.

Butnothingisgainedf newcomexgiveup afterpainfullydiscoverinthat Debian
doesnot meettheir needor expectationgolemicpraiseof the “univesaloper-

atingsystemfts not what prospectiveises needor want; informationshouldbe

basednfacts not onadvertisements

Thegoalof thisbookis notto bea pamphletboutDebianlnsteadit presentshe
Debiarapppachto varioussystermadministation tasksandpointsout common
mythsandfactoids It highlightsthosepointsthat makea Debiaradministators
life easyandenjoyableaswell asthosethat causéneadacheandthe occasional
t of ravingmadnessAllin all, howeverthe bookprimarilyservessa platform
for the Debiarsystento speaKor itself. It givesyouthe plainfacts allowingyou
to compae themwith yourexpectationandeitherembaceDebiarGNUpr move
on.InappendiB,youwill nd asummarandmoie helpin makinghisimportant
decisionwith its manypracticalimplications

2|f you are lookingfor refeenceson thesetopics | canrecommend'Reillg' RunningLinux
4th edition,written by Matt Welshet al.. MachteltGarelsalsoprovidesa goodonlinehands-on
guideat http://www.tldp.og/LDP/into-linux/html. Finallythe documentatiocompiledy TheLinux
DocumentationPioject (http://www.tldp.og) is a helpfulandindispensablefeence. FinallyEvi
Nemethet al. havewritten the excellentinux Administation Handbookand the fantasticUnix
SystemAdministation Handbooktargetedspeci callyat systemadministtors providingserviceto
uses (http://www.admin.com
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1 Introduction

Writinga bookaboutDebiaris not easywhenyou are involvedwith the project.
Wheneverfounda problem) tendedio x (orat leastreport)it insteadof doc-
umentingworkaounds Sincethe inceptionof this book,| have led 354 bugs
againsDebiarpackages<ed 68,exchangedbout5500emailsontopicsrelated
to the bookandspentcountlessious on IRCUndoubted|yhe bookwouldhave
beencompletednuchfasterif | hadsimplyacceptedhe problems Asit stands
howevel feelthat boththe bookandthe project,havebene tedfromthe proce-
dure | followedwhichcannot besaidfor mypeacef mind.

1.2 Tamget audience

Thisbookis targetedat peoplefamiliarwith Unixwho are lookingto undestand
whatmakedebiardifferent,andhowto bestput Debiars paadigmsandtools
to use.lt isintendedo bea refeencefor the Debiarsystemaswell asa guide
for thosethat wantto gofurtherwith the systemiltstargetaudiencés broadand
canbe roughlyclassi edinto four groups whichare discusseth the following
sections

1.2.1 TheLinux adminstrator

Astheidealreadenf thisbookyoupossedenow-howin two mainareas Fist,you
will haveprofoundknowledgef the Linuxkernelthe GNWserlanditilities anda
genealundestandingf the Unixopeatingsystenaswellasthe PortableOpeat-
ing Systenfor Unix(POSIXtandads Secondyouwill havepracticalexperience
of multiusersystemadministation. You will havedevelopedn undestandingof
the scopeof dailyadministation tasksandideallywritten manyscriptsto facil-
itate the numeousaspect®f yourjoh Whileit doesnot hurt to knowthe dos
anddonts of systenadministation,the bookconcenttesmore onthe effective
managemertf stableandsecue productionsystemsverlongperiodf time.

Youwill nd in this bookan enticingintroductionto the Debiaray of system
administationandmanagementt offersacompehensivandobjectiveverview
of the strengthsandweaknesses Debiarandservessabasigor migatingfrom
anotherLinuxdistributionto DebiarGNU.

1.2.2 TheUnix adminitrator

If youare anadministator of anotherUnixopeatingsystemsuchasBSDor So-
laris youwill wantto readthis bookalongwith a GNU/Lindxrefeencemanual.
Thebookis basedn DebiarusingLinuxasthe kernel Debiarhasbeenportedto

3Sedootnoteonp.19.
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1.2 Target audience

otherkernelsbut theseportsare not yet asmatue asthe Linux-basedistribu-
tion. Neverthelesagreatnumberof skillecandambitiousieveloparare working
had to bringtheseportsupto par andeveryadditionaliserreadyto helpout can
speediptheprocess

If youare readyto moveto the Linuxkernelpr wouldliketo continuepro ting
fromyourexperiencef the BSCkernelsvhileenteringthe world of Debianyou
mayconsideyouselfanidealreaderDebiaractsandfeelspretty muchthe same,
nomatterwhatthe kernebr architectue maybe (seechapte#t.5).

1.2.3 TheDebianuser

If youare alreadyrunningDebiarGNU/Linux;ou canstill pro t from this book.
Thesophisticationf the Debiarsystenkeeps systenrunningwith minimalef-
fort, andthe maintenancef a single-useworkstatiordoesnot requie in-depth
knowledgef the advancedonceptandintricacie®f DebiarGNU/LinuxNever-
thelesssooneor laternewrequiementsare likelyto surfaceandthis meanghe
Debiamuserearningnoe aboutthe systemandenhancingf to handlenewtasks
or impovethe handlingof old tasks Theneedmayariseto giveout accounts¢o
familyandfriendsto let themexperiencthe freedonof a Linuxsystem Oryou
mayat onepointconsideturningyourknowledg@ndenthusiasrfor the system
into moneyby enteringthe commecial world, assistedby the operting system.
Lastlyyoumaydiscovethat yousimplylikeplayingaoundwith Debiarandgeta
kickfromits eleganmethodswhetheryouneedhemor not.

If thissounddikeyou thisbookwill mainlygiveyouthe motivation®f thevarious
Debiarappoachesaswellasshowingyousomeutilitiesandpaladigmghat you
maynotyethaveencountegd.Unlesyouare con dentof, or not fully dependent
on, your productionmachine| wouldrecommendestingmostof the stuff you
readon the followingpagesn a freshinstallationpr within a chioot install(see
chapter8.3.1).Whenyou haveundestoodand masteed eachmethod you can
portit to yourmainsystemif yousodesie.

Shamelegdug: whilethinkingaboutthe targetaudiencef thisbookjt occured
to methat | wouldnot haveboughtit if | hadseerit onthe shelf Whenl started
writing, | considexd myselfan advancedebiaruserandwell-veseddeveloper
whowouldnot learnmuchfrom a printedDebiarrefeence. | waswrong. Asl
put togetherthe informationthat now lls thesepagesl learntaboutideasand
techniquethat | hadnot previouslynot dreamtof; reseashingthe depthsof the
Debiarsystenopenedipwholenewpespectiveto me someof whichhavesince
revolutionisethe way| workwith the Debiarsystem.f yourinvolvementvith
Debians anythingmote thanchancethisbookis for you.

4l havealwayseerlikethat.
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1 Introduction

1.2.4 Thelinux appentice

Thisbookassumea goodknowledgef the LinuxopeatingsystemConsequently
uses newto Linuxshouldprobablylook elsewher for the basics Nevertheless
alongwith agoodintroductoryLinuxrefeenceé, someenthusiasnandquitea bit
of freetime, this bookcanfacilitatea clean bottom-upstartinto Linuxsystem
administation.

Thissaid Debiaimaynot bethe bestchoiceor your r st stepsn the Linuxworld.
If youare choosind.inuxbecausgouhavehadenoughandwantto authoryour
documentxomposenessageandbrowsethe Webon a stablesecue, andfree
opeating systenfrom now on, thenyou maywantto consideone of the De-
bian derivativegseeappendipA.2)or a different distributionat r st. Thesare
frequentlyoptimisedor speci capplicationsr targeta speci cuserbasewhich
makeghembesimpletto learn. Forinstancesevesil Debian-basedistributions
providesimpli edinstalles (or neednot beinstalledat all),or povidea standad
selectiorof commordesktogprogmammesallowingyouto getto workimmedi-
atelywithouthavingto nd out howto getthere r st. Theselistributionglo not
needto handlethe broadsetof applicationshat Debiarsupportsandcanthus
do with less exibility (andcomplexity) Onceyou havelearntto walkwith one
of theseyoucanalwaysomebackio Debiarfor its maintainabilityoranyother
reason).

If youreallywantto jumpin at the deependandhopright on the Debiarband-
wagonthen,byall meansgoright aheadYouwill nd awelcominggcommunity
anda helpfulcrowd,but be awae that youwill probablybein for a had time at
r st. If the computeyouplanto usefor yourlearningexperiencalsoservegour
productivity makesue you knowwhat you are doing. Foryour experimenjst
mightbewiseto investa smallamountof moneyin anothemachinenetworked
to yourmainmachine . Hadwae is cheapandyourmaincomputemill almost
certainlybe capablef sharingnternetaccessvith the hostson yourlocalnet-
work. Thisallowsyou to restrictuseof your productionmachingo important
work.Andshoulda problemon the Debiarmachingreventnetworkaccess/ou
canstill useyourmainmachindo seekhelpfromthe community

1.3 Howto usethis book

Theamountof informationandknowledggoucanextiact fromthis booklargely
depend®n howyou useit. To harvesits full poweyyouwill needaccesso a
machineon whichyou caninstallDebiarandideallyexperimento yourhearts
contentwithoutfearingthe obliteationof yourdataor the lossof yourcomputer
systemDeclininggomputepricesandLinux'minimalsystenrequiementanake
thisall the easieryoucaninstallDebiaron a Rentiumll with 64 Mb RAMfor this
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1.3 How to usethis book

purposeor evena muchlesspowerfulmachine lf thisis not possiblethenyou
candowith anyLinux-basethachinebut youneedroot accessYou canusethe
installationwalkthoughin chapte8.3.1to setup a workingsandboin whichto
experiment.

Besidegeadingthis book,try out everything/ou seeandreadon yourlab ma-
chine Addyourownexperiment® the onedn thisbook Ty out everythinghat
comego yourmind. If youhosethe machinejustinstallit again,or setup an
installatiorin a subdiectoryof yourlocalhad disk(chroot). If the woist comedo
the worst, you canrestoe yourlab machineby copyingthe untouchedsnapshot
overthe hosedsesionfromthe hostsysteml will explairhowto dothatin chap-
ter8.3.1Alsotherispbuilderto automaticalljnanageanenvionmentin which
youbasicallgannotbreakanything(seechapte9.6).

In additionto playingaround and experimentingway you shouldtry to read
asmuchasyoucanaboutthe concepténtroduced.EveryDebiarsystentomes
with aplethoaof documentatioandinformatioraboutthe availablatilities(see
chapter 0).Inadditionthe Internetisfull of usefutidbits(chapted.0.2istssome
startingpoints) andoneof Debiars coe strengthsis its mailinglists It is highly
advisabl¢o join debian-uselandto startreadingrandompostsaswell asposts
of interestevenbefoe you get startedwith this book. Thebestadviceis not to

hesitatdo write backto the listif youknow(orthinkyouknow)the answeror if

youcanoffervaluablénput. Chapted0.4. Will pickupthistopicin greaterdetail.

If youuseDebiarpartlyfor thefun (i.eif youlikeplayingaroundwith yoursystem
ratherthan doing actualwork), then you maywant to stop by the next ea-
marketor checkyourneighborhootbr old machineandsavethemfrom hitting
the junkyad. SunMiciosystens'slogarithe networkis the computerholdsfor
Unixin geneal,andthusfor Debiaraswell. You canhavealot of fun with asingle
machineyoucanhaveexponentiallyjnoe fun with ahomenetworkandyoudo
not needfancyequipmentor that.

Finallyit is a goodideato takenotesduringyourexperimentationkist, it is a
goodpracticeto getinto, asa meticulouslkeptlog bookcanbethe difference
betweerdatalossanddatarescueSecondt will bealmostimpossibléo remem-
bereverything/oulearnduringthe r st few monthsof your Debiarexperience.
Insteadf havingto reseash the sameopicstime andtime againjt is usefulto
beableto referto yourownnotes | foundWiki§ to beincrediblyhelpfulfor this
sortof notetaking.

5Thosef youwhobelievén telekinesjsaisemy hand!

6A Wikiis a colabaativewebpagethat canbe editedby everyonegventhoughaccessontols
canbeputin placeto allowfor closed-gyupuse Pleaseeferto http://en.wikipedia.@/wiki/Wikifor
mote information.
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1 Introduction

1.4 Finalnotes

1.4.1 Conentions

Souce codeandshellinteractionsquotedin this bookfollow a standad conven-
tion andshouldbeeasyto undestand Attimes sceenoutputhasbeersimpli ed
for brevityandclarity soplease&lo not try to matchit chaacterby chaacter

Shellscriptsuse/bin/bashfor interpetation,ratherthan /bin/sh (whichis only
usedn afewsimplecases)lhemainreasongor thischoiceare clarityandconve-
nienceasbashsupportsomeusefulconstructshat standad POSIXhellsionot,
andthusremoveshe needor complexvorkaounds Asbashisinstallecbn every
Debiarsystemit seemsensibléo makeuseof it.

| assuma freshdirectoryfor eachexamplewhichis denotedwith thetilde (7). In
betweerapppachesindtopics | assuméhe directoryto automagicalfyempty
itself.

Filecontentsare usuallyshowraspartof the corespondingat or grep(orsimilar)
invocationThisestablishethe contextandallowsyouto undestandandusethe
examplewithouthavingto pasethetextforthe le data.

1.4.2 Keepingup to date

Debiars opendevelopmerttycleputsthe systeninto a stateof continuousux.
Whilemosttoolscoveedin this bookhavebeernaroundfor quitesomewhileand
are unlikelyto changdwith the exceptiomf minordetails)therisno guaantee.
Softwae problemsre reportedand xed everyday andwhilel havetakencake to
introducethe latestDebiardevelopmentby the time this bookis printed,some
of the conceptsnaynot beentirelystateof the art. Thissaidthe usaggpamadigms
of almostall the toolsmentionedn this bookwee established while backand
are unlikelyto changeAsDebianxes bugsandaddsnewfeatues this bookwill
continueto holdtrue.

Inafast-pacegbrojectsuchasDebiarthangesvill happenin facttheyare agood
thing, andof cousel cannotpredictthe future. | will keepa list of changesit
http://debiansystem.info/

changeso complemerthebookandkeepyouupto pacewith the Debiarsystem.
| alsodo not anticipatethis bookto beerior-free.Whenever nd mistaked will
publisithemat http://debiansystem.info/eta. If you nd anerior oranunclar-
ity, | wouldreallyappeciateyourfeedbackiaemailto errata@debianbook.info

7Automaticallyvith atouchof magié.
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1.5 About the author

1.4.3 Anurgent pleafor feedback

Thebookyouare holdingin yourhandshascompletelpccupiednylife for almost
ayear Asaresult,it is oneof the mostcompehensiveefeencedor the Debian
systemand the communitysuroundingit. It would not havebeenpossibléo
put togetherall the facts data,andtidbitsyou nd hele withoutthe activehelp
of manymembegof the communityansweringny questiongrovidingvaluable
additionalnformationandlettingmeknowaboutchangeshadnotimmediately
noticed.

It is my goalto keepthis bookasup to date as possibldor future editions |
thereforerelyonyourhelp.Inadditiornto spottingeriors | askyouto dropmealine
wheneveyounotea developmerthat youdeenrelevanto the contentof this
book. | havereservedhe feedback@debianbook.inBrdessfor this purpose.
Thank/ouverymuchin advance!

1.5 Aboutthe author

| promiseto keepthis short,but let meintroducemyself.| ama PhDstudentat
the Arti cial Intelligencd.abaaitory of the Univesity of Zurich,Switzerlandie-
seachingneupbiologicalljnspiedmodel®f learningn robots | amalsoactively
involvedwith RobotCuh an internationakndeavouto develoman opensouce
roboticgesearhplatform.To earnmyliving,| workfor theMunich-baseAERAsec
GmbH, teachingnetworksecurityand privacyprotectionto professionasystem
administators

Linuxhasbeenanintegal partof my life eversincel995,andl hadmy r sten-
countemwith Debiarin 1997 albeitratherpassivelyEversincethen,myinterest
in the projectandits opeatingsystenhasgrownexponentially becamea devel-
operin 2002 after spendingit leastthreeyeas elding supporiguestion®nthe
debian-usemailinglist,repesentindebiarat fairs and xing bugs

My rolewithin Debiansthat of a simpladevelopewith speciainterestin security
supportgualityassusince andpublicrepesentatiorof Debianl havetried had

to concentate on my reallife andreducethe time | spendon Debianput have
alwaysfound somethingo do for the projectto keepme from workingon my
thesisThisbookis perfectproof of mylackof disciplinel hopeyouwill enjoyit.

| offer professionatonsultancgervice$or Debiarandopensouce deployment
with a stongfocuson securityandintegation.| ambasedn Zurich Switzerland
but would travelwithin Eupbpeand Asia. My ratesdependon the projectand
its duration. | will donateup to a fth of all pro ts to the Debiarprojectand

8http://www.robotcubory
http:/iwww.aeasec.de
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1 Introduction

otherrelatedopensouce projects If you are interested pleasewrite to me at
madduck@debian.gr
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